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Executive summary 
 

Business case Cloud computing enables service providers to seamlessly deliver infrastructure 
services to customers, while reducing power consumption, saving space, maintaining 
reliability, and reducing the overall cost to serve. A Compute-as-a-Service (CaaS) 
architecture based on EMC technology helps IT service providers to offer customized 
services to their end users that meet their business needs. 

Today, service providers face several challenges in delivering services to their clients. 
In particular, they need to consolidate the inefficient and disparate infrastructures 
typically associated with existing hosting and service offerings. They also need an 
alternative to existing dedicated, siloed compute offerings. Service providers can 
offer cloud compute services as a solution to these challenges, while integrating 
customer service catalogs into an easy-to-deploy platform. 

EMC CaaS solutions provide service providers with the foundation to create an 
immediate revenue stream, while establishing a flexible platform to deliver additional 
value-added services to create new revenue streams. Customers benefit from their 
service provider’s ability to meet published service level agreements (SLAs) and 
quickly create new services in anticipation of changing business requirements.  

To realize the promise of CaaS offerings, service providers and consumers alike must 
overcome a number of challenges. EMC CaaS solutions are uniquely designed to 
address these complexities:  

• Establish a baseline compute offering, while also providing enterprise-grade 
services.  

• Consolidate the inefficient, siloed infrastructures typically associated with 
earlier as-a-service offerings.  

• Provide the necessary security and data protection reassurance to end users 
that helps accelerate cloud-service adoption.  

• Reduce the complexity in managing the end-to-end service lifecycle of CaaS 
customers.  

• Accelerate the time to market for new, compute-based, as-a-service offerings.  

 

Solution overview EMC CaaS solutions enable service providers to build an enterprise-grade, scalable, 
multi-tenant platform for complete management of the compute service lifecycle. EMC 
CaaS provides on-demand access to and control of network bandwidth, servers, 
storage, and security, while maximizing asset utilization. Specifically, EMC CaaS 
integrates all of these CaaS key elements:  

• Self-service portal for end-user and administrative provisioning  

• Service catalog of available compute services  

• Rapid, precise, automated service provisioning  

• Multi-tenancy, capable of monitoring, reporting, and billing  

• IT-as-a-Service (IaaS) framework on which service providers can build 
additional IaaS offerings  
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Key solution components include:  

• VMware® vCloud™ Director—Manages the virtual compute environment, 
combined with vCloud Connector for hybrid- or multi-cloud management. 
Consolidates datacenters, deploys workloads, and provides security on 
shared infrastructure in conjunction with VMware vShield™.  

• EMC® Ionix™ Unified Infrastructure Manager (UIM)—Manages Virtual 
Computing Environment Company (VCE) Vblock™ Infrastructure Platforms as a 
single element, with one common API that provides a single view. Accelerates 
the deployment of VMware vSphere™ and vCloud Director elements and 
resources through the creation of common service catalogs and templates.   

• RSA security—Delivers identity verification and assurance, security incident 
event management, and enterprise governance, risk, and compliance (eGRC) 
solutions to manage the security and compliance of virtual, physical, and 
hybrid-cloud infrastructures.  

• Orchestration—Automates delivery and control. This can interoperate with a 
number of potential vendors technologies used.  

• EMC unified storage—Provides a reliable storage environment that lets you 
store, protect, optimize, and leverage your information.  

• VMware vCenter™ Chargeback—Customizes cost models for the process and 
policies of different organizations. Integration with vCloud Director enables 
automated chargeback for private cloud environments.  

• VMware vCenter Operations—Provides an integrated approach to 
performance, capacity, and configuration management, and uses analytics to 
proactively ensure service levels in virtual and cloud environments. 

• VMware CapacityIQ—Delivers resource consumption reports and can simulate 
the effect of adding or removing additional resources into the environment 
with “what-if scenarios”.  The information provided is mandatory for capacity 
planning and management. 

• EMC Avamar®—Provides a reliable, efficient, and cost-effective data-
protection architecture that improves disaster-recovery readiness and 
simplifies management.  

 

Key benefits The key benefits of a CaaS solution are: 

• Customers can deploy their compute resources as and when needed.  

• Increased efficiencies for service providers in datacenter space, cooling, and 
maintenance.  

• The solution provides a foundation for additional services like backup and 
data protection, and increased agility in business processes through easy 
and fast provisioning of required resources.  
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Introduction 
 

Purpose This white paper explores the integration of cloud technology components in a CaaS 
platform that allows: 

• Service providers to deploy and manage cloud-based services 

• Customers to adopt and customize those services into their business 

 

Scope This white paper discusses multiple EMC products as well as some products from 
other vendors. General configuration and operational procedures are outlined. For 
detailed product installation information, refer to the relevant product 
documentation.  

 

Audience This white paper is intended for EMC employees, partners, and customers including IT 
planners, virtualization architects and administrators, and any others involved in 
evaluating, acquiring, managing, operating, or designing a CaaS infrastructure 
environment using EMC technologies.  

It is assumed that the reader is familiar with the concepts and operations related to 
virtualization technologies and their use in a cloud infrastructure. 

 

Terminology  This paper includes the following terminology. 

Table 1. Terminology  

Term Definition 

vApp A logical entity composed of virtual machines and 
software applications that can be installed and 
managed as a unit.  

vCloud API The vCloud API provides an interface for building new 
management solutions and integrating existing ones 
with VMware cloud infrastructure. 

Tenant In the context of this white paper, a tenant is a 
customer of a service provider. 

Organization In the context of this white paper, an organization is a 
tenant being hosted by the service provider. 

Virtual datacenter (vDC) A virtual datacenter, more commonly referred to as a 
vDC, provides the storage, network, and compute 
capacity in which vApps are deployed. VMware vCloud 
Director has Organization vDCs and Provider vDCs. 

AMP VCE Vblock Advanced Management Pod. 

RAID  Redundant array of independent disks. 

RBAC Role-based access control. 
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CaaS overview  
 

Determining the 
components of a 
CaaS stack  

When building a CaaS environment, one of the first steps is to evaluate and establish 
the requirements and their associated provisioned service components. The service 
definition dictates which technologies must be implemented and vertically integrated 
to form a functional CaaS platform. Figure 1 shows an example of a generic CaaS 
cloud stack and the functionalities needed to achieve a fully automated and 
interoperable platform. 

 

Figure 1. A generic CaaS cloud stack 

These functionalities include: 

• Security and compliance—This is one of the most crucial technologies 
deployed in a CaaS cloud. Any time a multi-tenant configuration is created, 
each tenant must be protected from deliberate or accidental access by other 
tenants.  

• Portal infrastructure–The method tenants and administrators use to access 
their environment for provisioning and operations tasks. 

• Workflow and business process—Effectively, this is orchestration, which 
takes previously manual tasks and automates them correctly in response to a 
tenant or administrator request or environment threshold triggers. 

• Service lifecycle management—Enables the integration of approval and 
authorization functions—for example, so that non-standard provisioning 
requests can be validated before potentially breaking tenant or service 
provider agreements. 

• Multi-tenant service deployment and catalog—Enables the deployment of 
tenants in a secure, separated way, while allowing them to consume 
resources with the levels of functionality and service tiers they require. 

 

9EMC Compute-As-A-Service – Design Principles and Considerations for Deployment
VCE Vblock, VMware vCloud Director



• Compute, network, and storage—The actual infrastructure that the 
environment runs on, including servers, storage, network, and hypervisor 
choices. 

• Data protection—How the environment caters for operational backup, all the 
way from RAID to single-item backup and recovery. 

• Chargeback— A critical component from the service provider’s viewpoint. 
Chargeback must be sufficiently detailed and accurate to enable correct 
invoicing for pay-as-you-go customers. 

• Monitoring and management—Enables the service provider to maintain 
operational continuity. It includes fault detection and analysis, as well as 
capacity monitoring, to ensure growth predictions are accurate and accounted 
for. Mechanisms that enable tenants to monitor the performance of their own 
environment should also be included. 

Figure 2 shows an example of a combination of products that could be used to 
assemble a CaaS stack. Many other combinations are possible; the needs of the 
environment and each product’s capability to integrate in a multi-tenant scenario 
determine the exact choice. 

 

Figure 2. An example of a stack  

This white paper describes a configuration similar to the sample architecture shown 
in Figure 3. 
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Figure 3. Example of vCloud Director architecture on vSphere and Vblock 

 

The six pillars of 
CaaS 

CaaS solutions build on a platform using multiple industry-leading technologies that 
include the compute, network, security, storage, and management resources of the 
compute environment. For successful cloud-service delivery, CaaS solutions must 
adhere to the six key design principles—the six pillars of CaaS—represented in Figure 
4.  

The six pillars of the CaaS architecture are: 

1. Availability and data protection 

2. Secure separation  

3. Security and compliance 

4. Service assurance 

5. Tenant management and control 

6. Service provider management and control  
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Figure 4. The six pillars of CaaS 

Service providers can use these six pillars as design principles for any CaaS solution 
to deliver IT services through the network to their enterprise customers. The platform 
enables service providers to build agile, secure, available, and interoperable 
solutions as the foundation for the services that they provide. By reducing 
administrative and operational expenses and efforts in such environments, service 
providers can improve their current and future IT investment decisions for the 
service(s) they deliver.  

Availability and data protection 
For end users, resources and data must be continuously available to be effective. The 
most secure environment is of no use if it is unavailable. Service providers can ensure 
availability through redundant systems, configurations, and architecture to minimize 
or eliminate points of failure that can adversely affect availability to end users. 

Secure separation  
Security is a primary adoption concern. Organizations concerned about “nosy 
neighbors” on a shared infrastructure want to ensure that their data is secure at all 
times—at rest, in motion, and in use. In a secure multi-tenant environment, end users 
need to operate in a dedicated environment and can benefit from standardization of 
the infrastructure. 

Security and compliance 
It is vital to ensure the integrity, confidentiality, and availability of each tenant’s 
environment. Internal and external compliance requirements are continuously 
expanding. Organizations are concerned about the loss of transparency and insight in 
the management of and access to the environment, and compliance with regulatory 
and industry standards. 
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Service assurance 
The ability to deliver consistent, predictable service, across systems within a 
datacenter, and across geographically dispersed datacenters, is fundamental to the 
service provider’s business. 

Tenant management and control 
In every cloud services model, service providers delegate some elements of control to 
the tenant. For some service providers, this is a matter of convenience; for others, it is 
a matter of security or compliance. Business needs determine the requirements. 

Service provider management and control 
Providers of infrastructure services in a multi-tenant environment require 
comprehensive control and complete visibility of the shared infrastructure to provide 
the data protection, security, and service levels that their tenants expect. The ability 
to control, manage, and monitor resources at all levels of the infrastructure requires a 
dynamic, efficient, and flexible design that allows the service provider to access, 
provision, and then release compute resources from a shared pool quickly and easily, 
with minimal management effort. 



Availability and data protection 
 

In this section  In terms of The six pillars of CaaS design principles, this section discusses availability 
and data protection, and service provider management and control. 

 

Introduction to 
availability and 
data protection 

End users traverse a comprehensive stack of components, from the rack of 
equipment in a datacenter to web pages or applications. It is imperative that 
redundancy and availability are present at all times to prevent failures from adversely 
affecting users.  For this reason, high availability (HA) is an absolute requirement in 
any CaaS solution, along with overall performance, flexibility, scalability, security, 
and secure multi-tenancy.  

Data protection is also an important consideration. While physical components may 
provide redundancy, there is a requirement to enable users to recover from data loss, 
data corruption, or virus infection. Just as important as successful backups are 
successful restores that are quick and easy to administer, and enable users to 
recover with minimum disruption.  

High availability VCE Vblock provides HA at the hardware level. Vblock is a fully validated, production-
ready, virtualized infrastructure built upon best-of-breed offerings from EMC, VMware, 
and Cisco. Service providers or customers operating on Vblock inherit all the features 
designed for HA from the components of each Vblock. Figure 5 shows the highly 
available components of Vblock. 

 

Figure 5. Highly available components of VCE Vblock 
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Compute 
The Cisco Unified Computing System (UCS) is based on a standard set of 
components, familiar to most IT staff, as outlined in Table 2. In this example, Cisco 
UCS provides the compute resources for the CaaS solution environment. 

Table 2. UCS components 

Component Description 

Fabric interconnects—UCS 6100 series Provides 20- or 40-port 10 Gb Fibre Channel 
over Ethernet (FCoE). All network traffic from the 
UCS chassis is routed to the fabric interconnect 
devices, which in turn route the IP traffic to the 
appropriate VLAN and Fibre Channel traffic to 
the array in the SAN. 

Blade Server Chassis—UCS 5100 series 

 

Accommodates up to eight half-width or four 
full-width blade servers. Incorporates dual 10 
Gb/s unified-fabric, back-plane connectivity to 
all UCS server blades 

Blade servers—UCS B-series 

 

Intel Xeon servers each providing up to 512 Gb 
of memory and four 3.33 GHz CPUs 

Network adapters—UCS B-series 

 

A choice of one (half-width blade) or two (full-
width blade) mezzanine converged network 
adapters (CNAs) 

 
Cisco UCS Manager manages the entire UCS system by communicating with firmware 
embedded in every device in the system, and can manage up to eight chassis, 
providing a combined total of 64 server blades per Vblock. 

Storage  
Built for availability and scalability, EMC Symmetrix® VMAX™ uses specialized 
engines that provide full redundancy to ensure that access to critical information is 
never in doubt and that service levels are never compromised. Each VMAX engine 
contains two Symmetrix VMAX directors and redundant interfaces to the EMC Virtual 
Matrix™ interconnect. Each Symmetrix VMAX director consolidates front-end, global 
memory, and back-end functions, enabling direct memory access to data for 
optimized I/O operations. 

Similarly, the EMC VNX unified storage family delivers industry-leading innovation 
and enterprise capabilities, providing customers with a choice of file, block, and 
object in a unified, scalable, easy-to-use system. EMC VNX provides five 9s (99.999 
percent) availability, including dual-storage processors, mirrored cache, and 
redundant data paths, drive connections, and power supplies. 

Each of these EMC systems provides a wide range of front-end connectivity protocols 
as well as a range of RAID protection configurations (RAID 5, RAID 6, RAID 1/0) across 
multiple disk types, such as solid-state drive (SSD), serial attached SCSI (SAS), 
nearline-SAS (NL-SAS), Fibre Channel (FC), and serial advanced technology 
attachment (SATA). All EMC storage arrays used within a Vblock offer Fully Automated 
Storage Tiering (FAST) capabilities. 



 

EMC Compute-As-A-Service – Design Principles and Considerations for Deployment
VCE Vblock, VMware vCloud Director

16 

SAN 
EMC PowerPath®/VE enables even higher levels of availability and performance, as 
an integral part of the Vblock package. Installed on the vSphere hypervisor, 
PowerPath/VE optimizes usage of all available paths between virtual machines and 
their storage.  

PowerPath/VE manages paths through the SAN, optimizing the distribution of I/O 
across available paths, proactively managing the failover of paths in the event of 
failure, and the restoration of paths when available again so that full availability is 
automatically restored. vCenter Update Manager can remediate the installations of 
PowerPath/VE against a user-defined baseline to ensure compliance across every 
instance. 

Hypervisor 
VMware has its own range of high-availability features that are essential to the overall 
availability and data protection requirements of a CaaS solution:  

• VMware vSphere vMotion™  

The best-known feature in the vSphere suite is VMware vSphere vMotion, 
which enables the online migration of virtual machines from one vSphere 
server to another. Figure 6 shows vSphere vMotion across Vblock UCS blades. 
vMotion functionality is used when implementing VMware Dynamic Resource 
Scheduling (DRS).  

• VMware Storage vMotion 

VMware Storage vMotion enables the migration of a virtual machine from one 
VMware datastore to another while the virtual machine is running. 

• VMware vSphere DRS 

VMware vSphere DRS is a proactive HA feature that enables intelligent, 
automatic, and nondisruptive relocation of virtual machines, based on the 
availability of resources on the vSphere server on which they reside. All 
operations are completely transparent to the applications and users. 

• VMware vSphere HA 

VMware vSphere HA is a reactive, HA feature that enables the automatic 
recovery of virtual machines on an active or surviving vSphere server. 



 

Figure 6. VMware vMotion across Vblock UCS blades 

Management 
availability 

The management infrastructure in a CaaS solution is critical to the availability of its 
supporting components. A CaaS solution based on Vblock and vCloud Director has a 
number of management layers.  

The EMC Ionix Unified Infrastructure Manager (UIM) server, which is hosted on the 
Advanced Management Pod (AMP) cluster, manages the Vblock components. This HA 
AMP cluster controls the physical layer of the CaaS solution, while the vCloud Director 
management cluster controls the virtual layer.  

 

Figure 7. Sample management clusters for CaaS 

Both of these clusters are management clusters only and reside on servers (UCS C-
Series) and storage (EMC VNXe™ 3100) that are independent of the compute 
resources assigned to vCloud Director. 

Data protection The resources managed through vCloud Director are abstracted from the vSphere that 
they reside in. The storage presented to the compute layer in a CaaS solution 
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ultimately hosts the vApps and data that tenants and users rely on. This data can be 
protected in a number of ways with EMC Avamar. 

Avamar provides the backup and restore infrastructure to protect the virtual machines 
that reside within vApps in vCloud Director. Avamar provides the capability to easily 
discover VMware vCenter, map the virtual machines to vCloud Director, and import 
any virtual machines that need protection. Avamar enables a vCloud administrator to 
image-protect any number of virtual machines within a vApp. Avamar also enables 
the rapid recovery of complete virtual machines and the granular recovery of 
directories or files residing on a Microsoft Windows virtual machine within a vApp. 

 

Figure 8. Avamar data deduplication at source (vCloud Director vApp) 

EMC Avamar backup and recovery software provides integrated source and global 
data deduplication, as shown in Figure 8. An Avamar agent on the client system 
deduplicates the data, and then backs it up to an Avamar server—for example, 
Avamar Data Store. Unlike traditional backup software, Avamar deduplicates backup 
data before it is transferred across the network and stored to disk. Additionally, 
Avamar deduplicates data globally by storing a single instance of each sub-file 
variable-length data segment that it identifies as unique, across all of its protected 
sites and servers. As a result, Avamar enables rapid, daily full backups even across 
congested or slow WAN or LAN links and virtual infrastructures.  

You can use Avamar in a CaaS solution not only to store the backup data, but also to 
communicate with vCenter to help manage, monitor, and configure the backup of the 
virtual infrastructure.  

 

Summary The infrastructure layer is a crucial component of any CaaS solution as it is the 
foundation on which everything else relies. Essential requirements in this space 
include resiliency, redundancy, performance, scalability, and security. Customers, 
service providers, and tenants require their data to be available at all times and 
resilient to failures. The selection of hardware and software components to support a 
CaaS solution must therefore provide the necessary HA and data protection features 
to satisfy these requirements. 
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Secure separation (multi-tenancy) 
In this section  In terms of The six pillars of CaaS design principles, this section discusses secure 

separation, tenant management and control, and service provider management and 
control. 

 

Introduction to 
secure separation  

Significant security concerns affecting cloud adoption are: 

• The inherent risks in multiple cloud tenants sharing the same infrastructure 

• The need for better access control and identity management 

This section discusses the issues surrounding cloud computing, the features and 
technologies that each component leverages, and how vShield enables security and 
network administrators to build a multi-tenanted, virtualized cloud computing 
environment that addresses scalability, elasticity, and security concerns. 

 

Networks and 
security 

vCloud Director uses vSphere’s abstraction of the network layer as a building block. It 
pools and leverages these logical resources to enable automated, large-scale 
deployment while at the same time ensuring secure separation and multi-tenancy. 
The shared infrastructure model of cloud computing requires secure multi-tenancy in 
the architecture of the solution. Since VMware virtual networking does not suffer from 
the same vulnerabilities as those found in the physical network at Layers 2 and 3, you 
can achieve secure multi-tenancy at the virtual network level by enforcing Layer 2 
network isolation for each of the provisioned networks. 

vCloud Director manages access to the CaaS organization’s cloud infrastructure and 
uses the organization as the logical security boundary. Organization administrators 
and users are restricted to the resources of their organization—that is, the 
organization’s virtual datacenters (vDCs), networks, vApps, and catalogs. 

Figure 9 illustrates what a service provider’s implementation of vCloud Director might 
look like. Tenants will have different security needs—for example, some may need to 
allow access to a web server from the Internet, in which case vShield Edge can 
provide the security needed to manage access and further protect internal systems, 
as shown in Org-vDC-A in Figure 9. 

Another example may be organizations who wish to extend their datacenter or private 
cloud to the service provider’s vCloud CaaS implementation through the virtual 
private network (VPN). Again, vShield Edge can be utilized to establish a secure VPN 
between the sites as shown in Org-vDC-C in Figure 9. 

A further example may be where organizations or divisions share a segment to 
securely access resources in each other’s vDCs, as shown in Org-vDC-B and Org-vDC-
C in Figure 9. They can control and secure access as required by their respective 
security policies using vShield Edge. 
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Figure 9. Sample CaaS implementation using vCloud Director and vShield 

 

Network pools Network pools are one of the fundamental building blocks of vCloud Director 
networking. A network pool must be created and configured before any external 
networks or organization networks can be created. The cloud service provider 
administrator can create network pools from which a collection of Layer 2 networks 
can be provisioned, such as external networks (by the cloud service provider 
administrator) and organization and vApp networks (by the organization 
administrator). The cloud service provider administrator must first associate a 
network pool with the organization’s vDC before the organization administrator can 
provision the organization and vApp networks. 

Network pools can be backed by port groups, VLANs, or vCloud Director Network 
Isolation. Port-group-backed network pools are not appropriate for large-scale 
deployment because they are difficult to automatically provision and manage. 
Similarly, VLAN-backed network pools, while providing the best performance and 
security, do not scale beyond 4,095 networks. For a CaaS environment that requires 
scalability beyond 4,095 networks, vCloud Director Network Isolation can provide for 
large-scale deployment. As networks are decommissioned, their resources (IP ranges 
and VLAN IDs) are dynamically returned to the resource pool for future allocation. This 
ensures minimum wastage of resources and maximum availability and elasticity. 
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Network models vCloud Director, used with vShield, can provision three different network models—
external network, organization network, and vApp network—providing as much 
flexibility as possible to the tenant administrator in a multi-purpose, multi-tenanted, 
virtual datacenter. 

External network 
Figure 10 shows how a cloud service provider’s external network can connect to an 
organization network. 

  

Figure 10. External network 

The external network provides outbound-facing connectivity for one or more 
organizations through a port group provisioned in vSphere or Cisco Nexus 1000V. The 
external network is provisioned by the cloud service provider. 

The type of connectivity could be: 

• A VPN connection to another site 

• An Internet connection 

• A shared link to another organization within the same service provider’s 
network 

Organization network 
Figure 11 illustrates a different connectivity option: a VPN connection through a 
vShield Edge firewall or multi-protocol label switching (MPLS) connection. 
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Figure 11. Organization network 

The organization network is unique to the organization and, while it can be connected 
to an external network, it is intended primarily for internal traffic.  

The type of connectivity could be: 

• Network address translation (NAT) and/or a routed connection to an external 
network through a vShield Edge security gateway 

• Directly connected to an external network 

• Isolated (not connected to any external network) 

When an organization network is directly connected to an external network, it 
becomes a logical extension of that external network and, as such, does not use a 
segment from the organization’s network pool. In the other scenarios, a segment from 
a network pool is required. 

vApp network  
Figure 12 shows how vApp networks can be logically segregated from production 
environments. The external vApp network is connected to the organization network 
through a vShield Edge appliance to protect a mission-critical service. Only the web 
server is accessible from the organization network to deal with front-end user 
requests, which are then processed by the application and database servers that are 
isolated from the organization network. 

 

Figure 12. vApp network 
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A vApp network is similar to the organization network in that it also consumes a 
network pool segment. Essentially, it is a network within a network—that is, a subset 
of the organization network—and has exactly the same connectivity options, albeit to 
the organization network rather than to the external network.  

The type of connectivity could be: 

• NAT and/or routed connection to an organization network through a vShield 
Edge security gateway 

• Directly connected to an organization network or external network 

• Isolated (not connected to any network) 

Again, the direct connectivity option is merely a logical extension of the network pool 
segment already consumed by the organization or external network to which it is 
connected and does not require a separate network pool segment. 

 

VMware vShield 
overview 

The VMware vShield product suite is a complementary family of virtualization security 
products designed for vSphere 5.0 to secure cloud environments. vShield integrates 
with VMware vCenter and is a prerequisite component for vCloud Director 
environments. It plays a pivotal role in providing foundational protection to 
virtualized environments, enabling effective management, and addressing security 
and compliance concerns relating to virtualized networking. vShield uses vShield 
Edge and policies defined using the tenant administrator’s vCloud Director portal to 
secure the virtual perimeter, and provides protection to additional virtual networks 
within the organization’s vDC. 

vShield Edge 
This virtual security gateway delivers network and security services such as dynamic 
host configuration protocol (DHCP), VPN, Web load-balancing, network and port 
address translation (NAPT), and fully-fledged L3/L4 stateful firewall support. The 
firewall utilizes 5-tuple inspection to interrogate traffic against security policies 
defined by tenant administrators in their vCloud Director portal. 

vShield Edge enables configurable and secure connectivity between the vApp, the 
organization, and external networks. In providing perimeter security for multi-tenancy 
environments, it relieves the tenant from the burden of deploying additional physical 
devices or virtual appliances to provide networking and security gateway services. 

In a CaaS environment, vCloud Director automatically deploys vShield Edge 
appliances when the organization administrator wants to create a routed connection 
between an organization network and an external network, or between a vApp 
network and an organization network. vCloud Director manages vShield appliances 
exclusively through vShield Manager, which is not exposed to tenant administrators; 
instead, tenant administrators manage vShield Edge services through their vCloud 
Director portal and vCloud Director simplifies the management level by providing a 
unified management interface. 

 

Authentication and 
user roles 

vCloud Director natively satisfies the requirement to provide service provider-in-
control and tenant-in-control capabilities by enabling role-based access. Service 
provider administrators can have full authority across all access levels in vCloud 
Director so tenants only see or have access to what is authorized. 
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If the organization wants to use a Microsoft active directory/lightweight directory 
access protocol (AD/LDAP) authentication directory that is completely separate, the 
vCloud Director administrator can specify a custom LDAP service, further enhancing 
secure separation from other cloud service provider tenants. In particular, 
authentication can be further extended to incorporate third-party solutions such as 
RSA’s identity verification and assurance technologies. For more information, refer to 
the Security and compliance section. 

Cloud service providers can implement granular access control using vCloud 
Director’s role-based access control (RBAC). This powerful feature enables the cloud 
service provider to control the provider administrator and user access required to 
manage vCloud Director, and to ensure adherence to the principle of least privilege. 
This means that provider administrators and users are assigned only the privileges 
required to fulfill their functions. Organizations can also leverage this feature using 
their vCloud Director portal to control organization administrator and user access to 
resources within the organization’s vDC, as shown in Figure 13.  

 

Figure 13. vCloud Director cloud service provider role-based user access and 
privileges 

vCloud Director restricts organization administrators’ access to resources within their 
Organization vDC. Note that the tenant administrator does not have the ability to 
create custom roles; the cloud service provider’s administrator must first create these 
roles before a custom role can be assigned to an organization administrator or user. 

When tenant administrators access their environment, they can only see their own 
systems, their own vApp catalog and media or, if available, a global catalog of 
published vApps and media. Service provider administrators can also grant privileges 
to tenant administrators to contribute to the global catalog or media or both. 

Organization administrators, in turn, can assign roles to their users and provide more 
granular access control. Organization administrators have a personalized login to 
vCloud Director that enables a customized, restricted view only of their environment. 
An example of an organization’s link to its environment is:  
https://vCloud Director-cell01/cloud/org/FinancialWizards/# 
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This type of link directs organization administrators to a customized view of their own 
environment, as shown in Figure 14.  

 

Figure 14. Organization administrator’s view of cloud resources 

Compute resources vCloud Director enables service providers or organizations to create logical 
datacenters that comprise compute, network, and storage resources, selected from 
the underlying physical hardware layer, as shown in Figure 15. These datacenters, 
referred to as Provider vDCs, consist of resources assigned from the physical layer up 
through vSphere and into vCloud Director. 

 

Figure 15. Mapping resources through Provider vDCs to Organization vDCs 

Provider vDCs are a collection of resources from the infrastructure layer that are first 
presented to vSphere and subsequently presented to vCloud Director. For example, 
each Provider vDC could be an Ionix UIM service offering, consisting of a certain type 
or level of network, storage, and computing resources, hosted and distributed by the 
Vblock. These different service offerings are eventually mapped as different Provider 
vDCs within vCloud Director allowing the implementation of different service levels, 
as shown in Figure 16. 
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Figure 16. vCloud Director - inventory view of Provider vDCs 

Organization vDCs draw on the resources available in the Provider vDCs created in 
vCloud Director. To manage differences in resource requirements, consumption, or 
SLAs between the organization and the service provider, vCloud Director provides 
three allocation models for organizations. 

 

Figure 17. Allocation models for Organization vDCs 

These allocation models are set at the Oganization vDC’s layer and map directly into 
vCenter Chargeback for billing purposes. For more information, refer to the Service 
assurance and billing chargeback section. 

As with all resources in a virtual environment, management and monitoring of 
available and remaining resources is key. vCloud Director allows administrators to set 
thresholds for resource availability. vCloud Director monitors the utilization of 
resources within the Provider vDCs, as shown in Figure 18, and automatically alerts 
users and administrators when appropriate. 
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Figure 18. View of Provider vDC utilization 

vCloud API Using vCloud API, organization administrators can access and manage their vCloud 
Director resources through the native vCloud Director user portal or through a third-
party, front-end portal. The vCloud API is an open, representational state transfer 
(REST) API that allows scripted access to consume cloud resources, such as 
uploading and downloading vApps, catalog management, and other operations. The 
vCloud API enables service providers and their customers to create their own 
customized management solutions for a new environment or integrate existing ones 
with VMware cloud infrastructure. 

 

Endpoint and data 
security 

Implementing vShield App provides further granularity by enabling policies to be 
applied to individual virtual machines, vApps, or logical groups of resources called 
security groups. This advances the security flexibility beyond the traditional physical 
gateway model to protect from the perimeter right down to the virtual network 
interface card (vNIC) level.  

vShield Endpoint 
VShield Endpoint offloads key antivirus and anti-malware functions to a hardened, 
tamperproof security virtual machine, eliminating agent footprint. It can scan the 
virtual machine filesystem without the need to install an agent and enables the cloud 
service provider to monetize anti-malware as a service. vShield Endpoint is a 
prerequisite for vShield Data Security. 

vShield App 
vShield provides virtual networking security for virtual machines through 
segmentation and zoning at the vNIC level. vShield App is a hypervisor-based 
application firewall that interrogates all the traffic flows between the virtual machines 
in an Organization vDC, providing deep visibility into network communications and 
enforcing granular policies with security. 

vShield App not only allows for logical segmentation but also can apply policies at 
the folder level or to security groups, enabling the creation of mixed trust zones. In 
this way, it simplifies management of the vCloud Organization vDC. Figure 19 
provides an example of the practical application. 
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Figure 19. View of an organization’s resources segmented according to compliance 
requirements 

 

Storage separation EMC storage arrays offer secure separation and isolation of resources at the storage 
layer. Service providers can choose the exact location of their data on the storage 
array, down to the physical disk or disk array enclosure, to ensure that multi-tenant 
data does not reside on common storage resources.  

Service providers can achieve secure separation in a number of ways as the following 
examples show: 

• Assigning certain LUNs, RAID groups, or storage pools to specific applications 
or groups 

• Dedicating LUNs, RAID groups, or storage pools to vCloud Director Provider 
vDCs  

• Configuring and deploying UIM service offerings with dedicated disk 
resources 

The flexibility of these configuration strategies enables service providers to eliminate 
resource contention across tenant applications, while simultaneously ensuring the 
secure separation of user data. 

 

Summary As discussed in this section, the CaaS solution has a systematic approach to secure 
separation at its core, with a necessarily heavy focus on multi-tenancy. While the 
underlying computing resources are shared, tenant organizations can be confident 
that the logical boundaries and technical controls in the CaaS solution ensure the 
highest degree of separation and security are achieved in a multi-tenanted 
environment. 
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Security and compliance 
In this section  In terms of The six pillars of CaaS design principles, this section discusses security 

and compliance. 

 

Security and 
compliance 
concerns 

The most significant security and compliance concerns impeding cloud adoption are: 

• Lack of visibility into the network  

• Bridging geopolitical and regulatory compliance boundaries 

These concerns can be alleviated through the integration of vShield and RSA 
enVision®, which enables the central logging of administrator, user, and system 
actions. Further integration with RSA SecurID®, RSA Archer, and RSA DLP seamlessly 
extends compliance capabilities from the enterprise to the CaaS environment. 
Organizations can audit and demonstrate compliance with regulatory statutes and 
indigenous security policies. Figure 20 illustrates security and compliance life cycle 
management. 

 

Figure 20. Security and compliance life cycle management 

 

RSA Identity and 
Access 
Management  

A critical aspect of any organization’s security posture in a CaaS environment is 
secure identity assurance and access management. Users must be uniquely 
identified and authorized before access is granted to resources. 

RSA Adaptive Authentication can provide multi-factor authentication to adapt to and 
match the security requirements for accessing information and services within the 
cloud. Figure 21 illustrates RSA’s Adaptive Authentication methodology. 
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Figure 21. RSA Identity and Access Management (IAM) 

The risk-based authentication engine provides an analysis of the user’s profile, 
previous behavior, service request, and device details (whether laptop or mobile), 
and subsequently prompts the user for the required authentication mechanism to 
access the service. Supported authentication mechanisms can be set by policy and 
performed in real time on a case-by-case basis. The authentication workflow is shown 
in Figure 21.  

Examples of authentication mechanisms include but are not limited to: 

• RSA SecurID to provide a defense-in-depth approach to authentication. 

• RSA Digital Certificate Solution, which can manage digital credentials and 
provide non-repudiated authentication between computer systems. 

• RSA Identity Verification, which can be employed to provide realtime identity 
assurance with knowledge-based authentication (KBA). 

Note:  RSA Identity Verification and Adaptive Authentication are designed with 
information-sensitive industries in mind such as healthcare, financial 
services, government, manufacturing, and pharmaceutical. 

 

RSA enVision RSA enVision is a security incident and event management (SIEM) solution that 
collects events, correlates them in an intelligent fashion, and generates security 
alerts based on configurable triggers. RSA enVision helps security administrators 
address network security and compliance management challenges such as 
identifying high priority security incidents, providing monitoring, and drill-down 
forensic functionality. RSA enVision gives security administrators greater visibility 
into the CaaS environment, provides them with a deep understanding of how their 
environment operates, and enables them to identify threats and risks more easily.  
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RSA Archer eGRC 
platform 

Used in conjunction with RSA enVision, RSA’s Archer eGRC (governance, risk and 
compliance) solution reports on compliance with a variety of industry standards, such 
as PCI-DSS, HIPAA, and SOX. RSA Archer provides a single compliance view across 
the organization’s environment, as shown in Figure 22. 

 

Figure 22. RSA Archer’s Cloud Infrastructure dashboard 

 

EMC Ionix Server 
Configuration 
Manager 

RSA Archer can also integrate with EMC Ionix Server Configuration Manager (SCM), 
which performs configuration assessments of business critical assets to identify 
potential security configuration issues. Results are imported into the RSA Archer 
Compliance Management module and mapped to other RSA Archer modules such as 
Policy and Enterprise Management to identify areas of non-compliance. Figure 23 
shows how Ionix SCM feeds into RSA Archer. 

 

Figure 23. Ionix SCM integration with RSA Archer 

 

vShield App with 
Data Security and 
RSA DLP 

vShield App with Data Security can detect sensitive content stored within a virtual 
machine and in network communications. Its functionality can be further enriched 
and extended by integrating RSA DLP to provide a vast range of event-triggered 
actions to protect against sensitive data leakage such as credit card information. RSA 
DLP can either escalate incidents directly into RSA Archer or send them to RSA 
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enVision for correlation. Figure 24 shows how RSA DLP and RSA enVision work 
together to feed into RSA Archer and provide a single management view. 

 

Figure 24. RSA DLP and RSA enVision feeding into RSA Archer  

 

Summary In summary, a vCloud solution provides detailed visibility and compliance auditing 
through tight integration with RSA’s suite of IAM, SIEM, and Archer eGRC solutions to 
enable providers and tenant organizations to satisfy regulatory and information 
security policies. While integration is not limited to RSA solutions, from a holistic 
perspective they bring maturity and seamless integration to complement the CaaS 
solution described in this white paper. 
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Service assurance and billing 
In this section  In terms of The six pillars of CaaS design principles, this section discusses service 

assurance and billing. 

 

Introduction to 
service assurance 
and billing 

The service provider’s primary goal is to achieve a level of service assurance that 
satisfies SLA and quality assurance (QA) parameters. This can be a major challenge 
when dealing with dynamically changing, fast-growing, and large-scale public cloud 
environments. The everyday tasks to achieve this goal of continuous delivery of a 
guaranteed amount of resources to customers with acceptable cost are:  

• Monitoring and analysis of existing infrastructural resources utilization 

• Discovering actual and potential bottlenecks  

• Planning and forecast of future resource needs 

Exact figures for forecasting and planning environment expansion are crucial to 
determine the actual service cost and charge it correctly. For more information about 
solution components for charging, refer to VMware vCenter Chargeback. 

Providing CaaS involves the delivery of a range of different resources (such as 
storage, RAM, CPU, and networking). It is mandatory to implement appropriate 
monitoring and capacity planning solutions in such environment. In a VMware-based 
public cloud environment, consider implementing VMware vCenter Operations for 
monitoring, and VMware vCenter CapacityIQ for capacity planning. 

 

VMware vCenter 
Operations 

VMware vCenter Operations provides an integrated approach to performance, 
capacity, and configuration management. The solution uses analytics to provide the 
intelligence and visibility needed to proactively ensure service levels in virtual and 
cloud environments. Figure 25 provides an overview of vCenter Operations editions 
and components. 

vCenter Operations Standard edition, delivered as a Linux appliance with Advanced 
License, offers a solution and functionalities for monitoring the core service or cloud 
infrastructure of smaller scale environments. vCenter Operations Enterprise edition is 
user-installable, more flexible, and provides features and functionalities that ensure 
monitoring of a wider range of solution components. Enterprise edition is targeted at 
heterogeneous virtual and physical environments of any size. Integration with EMC 
Smarts® or other third-party solutions can help service providers to improve 
management and monitoring, making it easier to predict, diagnose, and prevent 
problems in their cloud infrastructure. 

 

33EMC Compute-As-A-Service – Design Principles and Considerations for Deployment
VCE Vblock, VMware vCloud Director



 

Figure 25. vCenter Operations editions and components  

These solutions have functionalities that help service providers to achieve the 
following goals: 

• Elimination or significant reduction of the manual problem-solving effort in 
the environment. 

• Proactive management of core service and cloud infrastructure performance, 
and optimal resource utilization of infrastructure. 

• Provisioning of proactive warnings of performance issues before problems 
affect the end user. Realtime performance dashboards enable service 
providers to meet their SLAs by highlighting potential performance issues 
before end users notice. 

Infrastructure maintenance and operations teams need the end-to-end visibility and 
intelligence to make fast, informed operational decisions to proactively ensure 
service levels in cloud environments. They need to get promptly to the root cause of 
performance problems, optimize capacity in real time, and maintain compliance in a 
dynamic environment of constant change. 

Traditional management tools cannot effectively manage the challenges and 
demands of a public cloud infrastructural environment. Using traditional monitoring 
and management solutions in large-scale cloud environments may result in alert 
storms that generate misleading information without providing any useful context—in 
most cases, just relaying static, manually defined thresholds that define an 
acceptable SLA range. The result is a lack of simple, useful information to respond to 
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service-impacting issues and a corresponding massive and time-consuming effort to 
identify and solve problems in the environment. 

 

vCenter Operations 
Standard and 
Advanced versions 

When implemented, VMware vCenter Operations Standard and Advanced versions 
provide several different views and a large amount of information about the 
monitored environment, relying on inputs from the vCenter Server and vSphere 
environment. Table 3 lists some of the views available with an overview of the 
information they provide.  

Table 3. vCenter Operations - views 

View Information provided 

Operations 
Dashboard 

Datacenter hierarchy and integrated view of the workload, health, and 
capacity of the virtual infrastructure. 

Health Detail view Dynamic thresholds and integrated analytics indicate deviation from 
normal workload conditions. Service providers can proactively 
manage the health of their infrastructure and prevent performance 
problems from affecting end users.  

Workload Details 
view 

An assessment of the level of work being done by a virtual component, 
based on the four key potential constraints of CPU, memory, disk, and 
network I/O. Service providers can get a clear view of the demand, 
entitlement, and usage of resources at the datacenter, cluster, host or 
virtual machine level, as shown in Figure 26.  

Change Events 
and Health view 

Related objects section helps service providers diagnose performance 
issues and correlate configuration changes and performance for faster 
troubleshooting and root cause analysis. 

Capacity Detail 
view 

Capacity score indicates how close an object is to exhausting the 
computing resources that are available to it and allows you to predict 
short-term capacity shortfalls of resources. 

Analysis view Helps service providers to visualize and compare the performance of 
objects across the virtual infrastructure in real time, using predefined 
or custom “heat maps”. Service providers can find the objects with the 
highest or lowest values for a particular metric and analyze the 
operation of different object types within or outside the preferred 
range to determine overload or indicate inefficiency. For an example of 
an Analysis view showing VM Health sized by Workload grouped by 
Cluster/Host, refer to Figure 27. 
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Figure 26. Workload Details view 

 

Figure 27. Analysis view showing virtual machine health 
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vCenter Operations 
Enterprise version 

vCenter Operations Enterprise version provides more flexibility with some advanced 
features that extend monitoring, analytics, and reporting capabilities and it is 
suitable for solutions of any size. Table 4 provides an overview of these features. 

Table 4. vCenter Operations Enterprise - features 

Feature Description 

Adjustable 
dashboards  

Presents data and analysis in several ways: through Smart Alerts that warn of 
potential or occurring problems, in configurable dashboards where you can 
create a view of most important data in your environment, on predefined pages 
that show commonly needed information, or in a number of predefined reports. 

On-demand 
Analytics 

Offers the ability to gain a deep understanding of your applications’ behavior 
patterns and gives insight into the relationships between resources, tiers, and 
applications to optimize the performance of your cloud environment. 

Smart Alert 
Analytics 

Can learn an application’s typical performance deviation level. When vCenter 
Operations Enterprise detects significant abnormal behavior, exceeding the 
expected level, a Smart Alert warns you through an alert summary dashboard or 
by email that a problem is developing, as shown in Figure 28.  

Dynamic Threshold Helps to determine certain performance ranges of the normal behavior of each 
metric examined, using multiple methods and algorithms to characterize every 
metric’s normal behavior in a certain period of time. Any anomalous behavior 
that deviates from this range triggers performance alarms. 

Third Party 
Integration 

Enables direct integration with third-party monitoring tools. 

 

 

Figure 28. Smart Alert Analytics showing reason, impact, and root cause of problem 
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vCenter Operations 
Enterprise 
integration 

The architecture of vCenter Operations Enterprise version, as shown in Figure 29, 
enables the collection, analysis, and storage of performance data from monitored 
software and hardware resources. The CaaS solution can use that analysis to provide 
realtime information about problems, or potential problems anywhere in the service 
provider’s environment. It leverages the power of existing system management tools 
by aggregating data from different sources and processing it with its proprietary 
analytic algorithms.  

For example, EMC Smarts is a software solution that provides end-to-end insight, and 
helps you to manage the entire IT environment across infrastructure, applications, 
and business services. vCenter Operations Enterprise can collect performance data, 
including data monitored by EMC Smarts, analyze it, and use that analysis to provide 
you with information about critical points. 

 

Figure 29. Architectural overview of vCenter Operations Enterprise 

Cloud service providers must ensure the right-sized virtual and cloud infrastructure 
through comprehensive capacity management, and achieve utilization improvements 
on the same hardware by reclaiming over-provisioned capacity. The vCenter 
Operations management solutions described so far are primarily monitoring- and 
operations-oriented. However, capacity management and planning in virtual and 
cloud environments must also be considered. While the components highlighted so 
far have an amount of capacity-planning capabilities, these capabilities in isolation 
would not be sufficient to satisfy the capacity-planning needs of a service provider. 
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vCenter CapacityIQ vCenter CapacityIQ delivers resource consumption reports and can simulate the effect 
of adding or removing additional resources into the environment with “what-if 
scenarios”.  It is delivered as a virtual appliance that integrates with vCenter Server. 
One vCenter Server instance is needed for each CapacityIQ instance in the 
environment. Figure 30 illustrates the VCenter CapacityIQ topology. When 
implemented, the Capacity Dashboard provides an overview of past, present, and 
future infrastructure capacity states, such as what capacity is available, what is being 
used, what is needed, and when capacity will run out. 

 

Figure 30. Topology of vCenter CapacityIQ 

What-if scenarios 
CapacityIQ provides statistics on the current utilization but can also provide a 
prediction for a What-if scenario where the environment may be influenced by an 
increased or decreased number of ESX hosts or virtual machines on existing or new 
consumption profiles.  

Service providers can either use consumption models and profiles from the existing 
environment or define exact amounts of RAM, storage, CPU, and utilization in a new 
profile to predict potential growth.  

For example, the dashboard in Figure 31 shows a disk space bottleneck in the 
environment, which is forecast to remain for another 55 days with current usage.  
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Figure 31. CapacityIQ Dashboard 

In another view shown in Figure 32, the disk space available has enough capacity for 
just four more virtual machines. 

 

Figure 32. Details in CapacityIQ Dashboard 

In the What-if scenario shown in Figure 33, an additional 500 GB of disk space is 
added to the environment to determine the action needed to eliminate the 
bottleneck.  
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Figure 33. What-if scenario  

As the results in Figure 34 illustrate, the suggested action eliminates the capacity 
bottleneck and provides enough disk resources for more than a year, if the usage 
dynamic is unchanged. The results Summary shows that despite removing the disk 
space bottleneck, total resources remain for 237 days, after which time RAM 
resources will become insufficient with the current trend of resource consumption. 

  

Figure 34. What-if scenario results screen 

Service providers can generate reports manually or schedule reports that provide 
capacity information such as Idle, Oversized, Undersized, Needed to be optimized 
VMs, and Host or Cluster utilization in PDF or CSV format. 

Considerations 
As there is currently no direct integration between CapacityIQ and vCloud Director, 
the structure of the CapacityIQ reports depends on the environmental structure and 
hierarchy within the vCenter Server. 

It is therefore important when designing your solution to consider how it will structure 
and place the vCenter Server objects as they are created and moved by tenant or 
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administrative requests. Designing it appropriately will ensure that the ensuing multi-
tenant reports are descriptive, easy to view, and provide the required information to 
enable accurate resource planning. 

Summary: service assurance 
Providing customers with service in respect of SLA requirements is just one of the 
challenges service providers face when providing CaaS solutions. The approaches 
described in this section are changing the approach to monitoring by using 
monitoring and analytic components to alert service providers before any abnormal 
behavior disrupts SLA requirements. 

The next challenge that operations encounter in everyday maintenance tasks is in 
identifying the root cause of a problem. Observed solutions can dramatically reduce 
time and effort of operations resources by giving useful information that can 
intuitively lead you to the area or exact point of the root cause of the problem. 

In this way, vCenter Operations and CapacityIQ provide service providers with an 
efficient way of proactively monitoring complex, fast-changing, and large-scale cloud 
environments. 

 

Billing VMware vCenter Chargeback 
Creating any chargeback solution in a CaaS environment requires flexible metering 
and costing models that can account for the utilization of all resources within a multi-
tenant environment. VMware vCenter Chargeback is an end-to-end, cost-reporting 
solution for virtual environments, that leverages vSphere and vCloud Director. 

As shown in Figure 35, vCenter Chargeback uses data collectors to interact with the 
vCenter Server and vCloud Director databases to retrieve usage information, calculate 
the cost by using the defined chargeback formulas, and generate reports for the 
various organizations and the corresponding Organization vDCs in the vCloud 
Director environment. 

 

 
Figure 35. vCenter Chargeback for virtual environments 
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Costs can be configured on individual Organization vDCs, vApps, virtual machines, 
media and template files, and networks within an organization. Different rate factors 
and fixed costs can be set for each of the computing resources at these levels for a 
selected cost model. This enables charging for different entities in different ways 
using the same cost model. For example, it is possible to define a fixed cost for the 
operating system at the virtual machine level and a fixed cost for network 
consumption at the network level. 

All existing organizations and entities within the vCloud Director organizations are 
automatically imported to vCenter Chargeback. Each imported organization appears 
as a vCenter Chargeback hierarchy and includes all the Organization vDCs, the media 
and template files, vApps, virtual machines, and networks.  

As shown in Figure 36, all organization hierarchies have four folders:  

• Allocation Pool 

• Networks 

• Pay As You Go 

• Reservation Pool 

 

Figure 36. Dashboard view of an organization hierarchy  

vCenter Chargeback incorporates reporting capabilities for a wide range of compute 
resources. Resource consumption can be tracked from virtual machine CPU 
consumption, to the level of disk reads and writes per virtual machine within a vApp, 
to the network allocations and activity of an organization.  
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Figure 37. Configure Entity Cost Model for an Organization vDC 

The allocation model of the Organization vDC is one of the factors for deciding the 
cost model to be used for generating reports on the Organization vDC. vCenter 
Chargeback provides different cost models and billing policies for the different 
vCloud Director allocation models as shown in Figure 37. The table in Figure 38 lists 
the vCloud Director allocation models and the corresponding cost models and billing 
policies available in vCenter Chargeback. 

 

Figure 38. vCenter Chargeback cost models and billing policies 

Different cost models can be applied to different organizations and to Organization 
vDCs in an organization. With these cost models applied at the appropriate level—for 
example, the Organization vDC—cost and usage reports can be generated and 
scheduled. These reports can also be run in comparison mode where the report can 
compare different cost models that may be applicable to the environment, as shown 
in Figure 39. 
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Figure 39. The General and Details tabs of a cost report 

It is important to consider the nature of any organization within vCloud Director as the 
resource requirements of organizations and tenants will vary and a single cost model 
in vCenter Chargeback would not be sufficient. A robust and flexible CaaS solution 
must provide resources to a range of users and systems, from test and development 
to mission-critical applications, to business-critical applications. The selected 
infrastructure plays a huge part in enabling this. 

vCenter Chargeback and vCloud Director can take advantage of FAST technology on 
the back-end storage of a Vblock to configure different levels of cost models for 
different levels or tiers of storage.  

A single vCloud Director organization, through its Organization vDC, can be mapped 
to multiple Provider vDCs. If configured appropriately, an organization can provide 
storage tiering for its vApps. This tiering is enabled from the infrastructure layer and is 
not part of any vCloud Director tiering policy or intelligence. The Vblock provides a 
service offering which includes multiple storage tiers, some of which may utilize FAST 
technology. This storage is in turn assigned from vSphere to vCloud Director and 
configured as part of a Provider vDC from which an Organization vDC can draw 
resources. Figure 40 provides an example. 

Having the ability to create entity-specific reports with different cost models means 
that service provider can run Chargeback reports at the vApp level, with a specific 
cost related to the tier of storage available to and consumed by that vApp. 
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Figure 40. Chargeback for tiered storage in Provider vDCs 

Alternatively, in a simpler model, a service provider or tenant could decide to use only 
FAST-enabled storage for all vApps in an organization. Figure 41 provides an example. 
In such a configuration, there would be no 1:1 tiering of the Provider vDC storage 
within vCloud Director and all vApps would share access to the storage. 

 

Figure 41. Chargeback for tiered storage in a single Provider vDC 

The FAST technology on the back-end storage manages the placement of hot and cold 
data as appropriate. The tenant’s vApps always have sufficient storage resources, 
and the tenant can simply be charged according to the amount of consumed storage 
I/O (reads and writes) as captured by vCenter Chargeback with vCloud Director. 

Integration with existing billing systems 
Service providers with existing billing systems can directly leverage vCenter 
Chargeback reports. The report data can be exported in RTF, PDF, and CSV formats 
and fed directly into any larger or existing billing system. 

Summary: billing 
The chargeback component of any CaaS environment must provide for flexible 
metering and costing, with the ability to account for the utilization of all resources at 
all levels within a multi-tenant environment. While the scope of vCenter Chargeback 
is limited to the resources provided and consumed within vCloud Director and 
vCenter, it provides key compute-resource, consumption information that can be 
leveraged and integrated into larger billing systems. 

 

46 EMC Compute-As-A-Service – Design Principles and Considerations for Deployment
VCE Vblock, VMware vCloud Director



Orchestration and automation 
In this section  In terms of The six pillars of CaaS design principles, this section discusses service 

provider management and control, and tenant management and control. 

 

Introduction to 
orchestration and 
automation 

Orchestration and automation work hand in hand. The purpose of an orchestrator is 
to coordinate and automate all the relevant operations in a user or administrator task 
(such as provisioning, alteration, or decommissioning). One of the most important 
elements in a CaaS cloud, or any other type of cloud, is the orchestration layer. 
Choosing an orchestration platform and becoming familiar with its use is a critical 
part of designing a successful CaaS offering. 

 

Integration The orchestrator is the glue that binds the rest of the components together in a way 
that makes the result unique. Most of the other products exist in a standalone way, 
and could be used in a non-cloud context. The orchestrator, however, exists solely to 
automate the entire end-to-end stack in response to a user request or an 
environmental threshold trigger. Figure 42 provides an example of an abstracted 
cloud stack. 

 

Figure 42. A sample abstracted cloud stack 

When such an event occurs, the orchestrator is the component responsible for 
making the appropriate calls to all of the other end-point technologies within the 
stack, either directly or indirectly—for example, by making calls to vCenter rather than 
directly to an ESXi server to ensure the correct response is made (usually without any 
user or administrative interaction).  

The exception to this is where an authorization of some kind is required before the 
task is executed. VMware Service Manager™ could be used in a situation like this. 
Understanding how well and how easily your chosen orchestrator integrates with the 
components plays a large part in the choice of orchestrator and the success of the 
effort. 
 

47EMC Compute-As-A-Service – Design Principles and Considerations for Deployment
VCE Vblock, VMware vCloud Director



In a cloud, especially a service provider cloud, the need to correctly integrate all of 
the components is crucial to the success of the offering. It would be a problem, for 
example, if a new virtual machine was not added to the correct backup schedule, if it 
was a production virtual machine, and the customer is paying for that service. 
Likewise, it would not be acceptable if the addition of that virtual machine was not 
flagged within the chargeback process, as the service provider would not be able to 
bill correctly for the services provided. 

The person or team designing the service offering therefore has a lot of components 
and scenarios to consider. That service design process usually results in a workflow. 

 

Workflows Workflows are at the core of every orchestration tool. They are similar in concept to a 
programmatic flowchart, mapping out each step, decision point, and error condition 
involved in a task. In many instances, a task may require more steps to be completed 
than is immediately obvious when completing the same task on an administrative 
GUI. 

 

Figure 43. An example of a simple workflow 

For example, the process of creating a vCenter datacenter is a straightforward one: 
first, create a HA cluster within that datacenter and then add a vSphere host to that 
cluster. Figure 43 provides an example of the workflow for this process. The workflow 
requires the discovery of the HostFolder and the VMFolder to achieve the end goal. 
Knowledge of neither of these folders is required when carrying out this task on the 
GUI; they are an internal part of the vCenter datacenter creation process. However, 
they are still required for successful orchestration. 
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This is a simple example of a workflow: these charts and decisions trees are more 
complex in a real-life scenario. Workflows may include everything from polling your 
current vCenter inventory to see a list of objects you own, to auto-provisioning a 
brand-new Cisco UCS blade server and associated EMC storage for inclusion in the 
existing vCenter cluster or a vCloud Director Provider vDC. 

 

Skill sets Several major orchestrators are available, such as VMware vCenter Orchestrator, 
Cisco Intelligent Automation For Cloud, and EMC IT Orchestrator. In general, they are 
all capable of handling the same set of tasks. The specific choice for an environment 
is likely to be determined by the particular automation needs of that environment, the 
components that already exist there, and the plug-ins and APIs that are available to 
enable orchestrators to integrate with those components. The choice also depends 
on skill sets, those that already exist and those required to successfully build 
complex workflows. 

In each case, the skill sets required to successfully build complex workflows will 
involve a combination of skills, perhaps previously unavailable in one place within 
the IT industry. It will probably require a team of people—with disparate technical 
skills in the individual components, tied with development skills—to develop the 
necessary workflows and any additional Java or similar coding required to complete 
the task. 

 

APIs A significant part of this effort is working with APIs for the stack components. APIs are 
key to the scalability of a CaaS stack. Ideally, every component in the stack should 
have an exposed API that the orchestrator tool and its workflow developer can work 
with. A plug-in with a set of pre-built workflows for simple tasks, which subsequently 
can be used to construct more complex tasks, would be even better. 

Taking vCenter Orchestrator as an example, with the set of plug-ins it provides for 
vCenter, it is possible to see the exposed API for vCenter using the Managed Object 
Browser (MOB) provided with vCenter. This is available at 
https://vcenteraddress/mob or by connecting to the vCenter homepage and clicking 
the Browse objects managed by vSphere link, as shown in Figure 44. 
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https://vcenteraddress/mob


 

Figure 44. Accessing the MOB from vCenter homepage 

Some interesting tools are available to assist in this process—for example, VMware’s 
Project Onyx, as shown in Figure 45, allows a user to place a proxy between the client 
GUI and the vCenter Server. 
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Figure 45. Project Onyx proxy for VI Client and PowerCLI 

When running, it provides a list of the managed objects affected by the execution of 
manual tasks. It can also capture PowerCLI commands. Figure 46 shows a sample 
Onyx output when creating a new datacenter in the VMware VI Client GUI. 

 

Figure 46. Sample Onyx output 
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Ionix UIM Ionix UIM provides a powerful and simplified solution to manage a Vblock-based 
infrastructure. Ionix UIM provides a GUI that enables administrative users to manage 
the Vblock. It also provides a comprehensive set of APIs that can be used by any 
orchestration tool to integrate Ionix UIM functionality into existing or new workflows. 

Ionix UIM Provisioning Center (UIM/PC) is the single point of management for 
Vblocks. From this single screen, tenants or service providers can manage and 
provision their compute, network and storage resources as shown in Figure 47. Ionix 
UIM/PC eliminates the need for multiple server, network, and storage configuration 
tools by providing a single tool capable of: 

• Provisioning network access, storage connectivity, and compute blade profile 

• Managing configuration and compliance 

 

Figure 47. Unified Vblock management with Ionix UIM/PC 

Ionix UIM/PC automates the discovery of hardware, software and services. UCS 
service offerings, managed within Ionix UIM/PC, enable a stateless computing 
environment, where a complete compute environment can be instantiated upon 
demand—anywhere and anytime—within the interconnect domain.  

When a service offering is deployed to a server, or collection of servers, UCS Manager 
automatically configures the server, adapters, fabric extenders, and fabric 
interconnects to match the configuration specified in the service offering. This 
automation of device configuration dramatically reduces the number of manual steps 
required to configure servers, NICs, HBAs, and LAN and SAN switches. 
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Figure 48. Sample service offering “CaaS-Infra” in Ionix UIM/PC 

Figure 48 provides a sample of the properties in a CaaS-Infra service offering and the 
corresponding configuration that will be applied to a blade or set of blade servers. 
Table 5 provides additional details on the numbered sections of the Ionix UIM/PC 
dashboard in Figure 48.  

Table 5. Ionix UIM/PC dashboard - sections 

Section Description 

1 This section details the number and grade of the servers that will be 
deployed. There may be multiple grades of servers available with varying 
compute resources of CPU and RAM. In this example, the four servers are from 
the Premium grade of servers. 

2 This section contains details of the storage that will be configured and made 
available to each server. In this example, the server boot devices will be 
configured on the Bronze level storage and the data devices on the Gold level.

3 This section specifies the constraints applicable to the storage, where no 
more than 100 GB of Bronze storage and no more than 4 TB of Gold storage 
will be used. Note that the Gold standard of storage is FAST-enabled. 

4 This section details the networking configurations to be applied to each blade 
server, where two vNICs are configured for each server, each with access to 
their respective VLANs. 
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This CaaS-Infra service offering will ultimately produce a collection of four premium-
level servers, each configured with: 

• One 25 GB boot device 

• Four 1-TB FAST-backed datastores 

• Two physical NICs 

The configuration and application of a service profile can be linked to resources 
configured at a later stage in vCloud Director—for example, organizations, 
Organization vDCs and Provider vDCs. This is where the range of compute resources 
available to vCloud Director determines how flexible it can be in configuring different 
levels of service to its tenants and their vApps. 

In terms of orchestration, by exposing its APIs, Ionix UIM enables higher-level 
orchestration tools to leverage and integrate these provisioning operations to provide 
a complete, end-to-end provisioning capability. Figure 49 shows the UIM API being 
leveraged by Ionix IT Orchestrator, through a third-party portal page, to provide the 
ability to deploy infrastructure resources (service offering) on a particular Vblock. 

 

Figure 49. Ionix IT Orchestrator using the UIM API on Liferay 

The selected service offering CaaS-Infra corresponds to the service offering as it 
exists within the UIM service catalog, as shown in Figure 50. 
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Figure 50. Corresponding UIM service catalog 

The deployment of infrastructure components could be user-initiated from a front-end 
portal page or automated in response to a system event, such as a vCloud Director 
Provider vDC’s resource threshold alert. 

Ionix UIM integrates with vCenter, providing the ability to provision HA- and DRS-
enabled ESX and ESXi clusters, synchronize these clusters in vCenter and, with Ionix 
UIM v3.0, provision the resources through to vCloud Director Provider vDCs. 

 

Portals and self 
service 

A defining feature of any cloud is the ability to self-serve. This is usually achieved by 
means of a web-based user portal as shown in Figure 51, which has the ability to 
execute and present the results of the series of workflows within the orchestrator. 

 

Figure 51. Commissioning a virtual machine with Liferay 

Some orchestration tools come with their own customizable portal. Others will rely on 
portals from a separate party. Cloud providers can choose to develop their own portal 
or integrate the cloud offering into an existing portal that they own.  

As the cloud offering matures and expands from its initial instantiation, additional 
stack components may be added that do not have an awareness of or integration into 
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all of the other components in the stack. When this happens, a configuration 
management database CMDB or master database is required to tie together all the 
components that a tenant owns, whether that is virtual machines on hosts, or blocks 
consumed on the deduplicated backup target. 

The orchestration tool and web portal must be able to handle tasks such as altering, 
inserting, or reading records from this database in accordance with user and 
environment changes to properly track and charge for tenant usage, as well as for 
show-back functions within the tenant’s self-service portal. 

This section explains how to achieve orchestration at the lower technical level by 
integrating at the compute layer with product APIs. For service providers, there is also 
a requirement to provide orchestration at a higher level from the end-user and 
business-process perspective. 

Service Manager provides an automated request process and provisioning 
management solution to address these requirements. With Service Manager, service 
providers can create service catalogs and workflows to manage process approvals, 
provisioning, and service lifecycle tracking.  

 

Summary When constructing a CaaS cloud offering, priority should be given to creating: 

• A clear service definition  

• A clear understanding of the technologies and components required to 
achieve the service definition 

The orchestration component of the CaaS solution glues everything together. It allows 
the creation of an automated system that responds to user or administrator requests 
through their respective portals, or to system events and thresholds. To this end, the 
choice of orchestrator is crucial. It needs to: 

• Fit with the skills sets you have, or plan to have 

• Have the ability to integrate successfully with your other chosen stack 
components (through APIs, plug-ins, or other methods) 

• Permit the creation of advanced workflows in the most efficient manner 

• Provide, or be easily integrated with, a web-based portal for self-service 
interaction 

• Allow the presence of mid-workflow authorization, using something similar to 
VMware Service Manager 

Choosing the orchestrator can take considerable time but is worth the effort. 
Changing one of the other components in the stack may be tricky but almost certainly 
would not involve as much effort as changing an orchestrator. Changing an 
orchestrator could require a complete rework of all the existing workflows. 
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Conclusion 
 

Summary The EMC CaaS solution enables service providers to build a service-provider grade, 
scalable, multi-tenant platform for complete compute service lifecycle management. 
This solution provides on-demand access and control of network bandwidth, servers, 
storage, and security while allowing service providers to maximize asset utilization. 
Specifically, EMC CaaS integrates all of the key functionality that your customers 
demand, and provides the foundation for adding other services, such as backup and 
virtual desktop infrastructure. 

EMC CaaS architecture incorporates these six design principles:  

• Availability and data protection 

• Secure separation 

• Security and compliance 

• Service assurance and billing 

• Tenant management and control 

• Service provider management and control 

This white paper highlights a number of orchestration options and approaches 
around CaaS and vCloud Director. This flexibility allows you to deliver the cloud-
based services that your customers demand with the functionality that they are 
accustomed to. 

 

About EMC Proven 
Solutions  

EMC helps service provider partners accelerate the creation, integration and 
deployment of cloud service offerings through pre-tested and optimized reference 
architectures, blueprints, and build guides. Through the deployment of dedicated 
service provider field experts, and the creation of Service Provider Competency 
Centers, EMC combines decades of enterprise datacenter experience with a rigorous 
solution testing environment to develop Proven Solutions for Service Providers. EMC 
ensures the compatibility of these solutions with service provider and end-user 
environments alike. 

 

Take the next step EMC offers a portfolio of consulting and professional services for service providers 
and their customers to assist in balancing workloads across service delivery models 
—ranging from legacy physical architectures and virtualized infrastructures through 
on-premise (private) and off-premise (public) cloud architectures. The EMC Cloud 
Advisory Service with Cloud Optimizer helps customers develop a strategy for 
optimizing the placement of application workloads. By assessing three factors—
economics, trust and functionality—organizations can maximize their cost savings 
and business agility gained through the use of private and public cloud resources. 
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