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Executive summary 
 

A single outage can make business owners painfully aware of the importance of 
disaster recovery (DR) planning. However, an effective DR strategy is about more than 
simply anticipating a data center outage—it is about minimizing business impact. 

Establishing a DR plan aligned with business needs and operational imperatives can 
create challenges for organizations that have demanding recovery point objective 
(RPO) and recovery time objective (RTO) requirements but little appetite for the 
investment, deployment, and on-going management of a DR environment. 

For the smaller enterprise with DR needs but limited resources to deploy and manage 
a DR solution, cloud multitenancy can make new offerings very attractive and afford-
able, with minimal capital investment to amortize, more predictable running cost, 
and service level guarantees. 

Service providers with managed storage solutions are ideally positioned to add 
business continuity to their portfolio of managed offerings by adding replication and 
recovery services and making these new value-added services available to their 
installed base and new customers. A storage-in-the-cloud offering delivers added 
value to existing customers, while enabling providers to reclaim underutilized 
capacity, affording network providers easy access to on-net customer locations, and 
allowing many data center operators to use the customer data they have within their 
premises.  

 

This EMC disaster recovery as a service (DRaaS) solution uses the virtual EMC 
RecoverPoint® appliance (vRPA) that is deployed on VMware vSphere and integrated 
with EMC® VNX® and VMware vCenter Site Recovery Manager (vCenter SRM). VMware 
vCenter Orchestrator can be used in cases where orchestration using the 
representational state transfer (REST) APIs can accelerate deployment operations, 
and EMC Data Protection Advisor provides a centralized solution for metering and 
reporting on tenant systems and resources. 

Disaster recovery in the cloud 

Disaster recovery in the cloud is used to locate and protect all of a tenant’s 
production systems in the cloud. It is applicable to new tenants looking for a level of 
service that includes DR services for their systems, and to existing tenants who want 
to enhance their existing service with DR protection. 

This business model continuance addresses outages within the service provider 
environment. It provides another level of protection for an enterprise because the 
primary service provider data site is replicated to a geographically disparate 
secondary site, potentially, in a regional disaster, outside the directly affected area.  

In the event of a disaster at the primary cloud provider site, this model enables the 
resumption of production services for tenants on a secondary cloud provider site, as 
shown in Figure 1. 

Business case 
 

Solution overview 
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Figure 1. Example of disaster recovery in the cloud 

All of the infrastructural components required to implement DR services in the cloud 
are located in the cloud provider sites. 

Disaster recovery to the cloud 

This use case applies to scenarios in which all of a tenant’s production systems are 
located in their own data center, and they want a cloud provider to provide them with 
disaster recovery services. 

This model of business continuance addresses the complete restoration of business 
operations by replicating the enterprise private cloud application environment, in 
addition to replicating the data hosted by the applications running in that private 
cloud, as shown in Figure 2.  
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Figure 2. Example of disaster recovery to the cloud (from tenant data center) 

Unlike a backup model, where data must be restored to the original running 
application environment, when a disaster prevents the data center from returning to 
normal operations, disaster recovery to the cloud enables the replicated data to be 
brought up at the service provider site. The system temporarily runs on a replicated 
application environment to ensure complete continuity of business operations until 
service at the original customer site can be restored. 

 

This DRaaS solution integrates EMC RecoverPoint and VNX unified storage with 
vCenter SRM, and provides automated, single-click recovery of data and applications. 

The key results of this DRaaS solution are: 

 Enables service providers to focus on optimizing infrastructure use and 
enhancing per-subscriber revenues with differentiated offerings for rapid, easily 
scaled consumption  

 Simplifies and automates one-click recovery of data and applications 
infrastructure in multitenant clouds for immediate, reliable recovery from 
interruptions  

 Enables individual tenant recovery from multitenant environments 

 Delivers zero or near-zero RPOs, while RTOs are measured in seconds or 
minutes instead of hours or days  

 Provides orchestrated replication and recovery management in complex, multi-
tenant environments  

 Enables tenants to focus on revenue-generating enterprise activities, instead of 
investing in and managing infrastructure  

Key results 
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Introduction 
 

The purpose of this white paper is to demonstrate how to use integration between the 
virtual EMC RecoverPoint appliance (vRPA), the VNX platform, and vCenter SRM to 
implement disaster recovery services in cloud environments . 

The objectives of this white paper are to: 

 Demonstrate the operational advantages of the vRPA 

 Highlight recovery options for shared and dedicated multitenant solutions 

 Validate the ability to recover and failback individual tenants from a 
multitenant environment to a disaster recovery site 

 Validate the integration of EMC RecoverPoint, VNX, EMC Virtual Storage 
Integrator (VSI), and vCenter SRM to enable: 

 Automated recovery and failback of tenants 

 Point-in-time recovery of individual tenant data 

 

This white paper provides information for enterprises and cloud providers to assist 
them in offering DRaaS to their customers in cloud environments.  

This white paper is not intended to demonstrate step-by-step configuration details for 
all the components in this solution.  

Single-site replication and recovery using the EMC RecoverPoint virtual appliance is 
the focus of this white paper. Other possible disaster recovery solutions that use the 
physical EMC RecoverPoint appliance (RPA) for multi-site recovery are beyond the 
scope of this document.  

While vCenter SRM is an integral part of this solution, it is not an absolute 
requirement in the remote recovery of tenant data. Solutions that operate without 
vCenter SRM are outside the scope of this document.  

 

This white paper is intended for EMC employees, service providers, cloud providers, 
partners, and customers, including IT planners, virtualization architects and 
administrators, and any others involved in evaluating, acquiring, managing, 
operating, or designing disaster recovery in a cloud infrastructure environment. 
 
 

 

Purpose 

Scope 

Audience 
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Technology overview 
 

This section provides an overview of the primary technologies used in this solution.  

 EMC RecoverPoint 

 Virtual EMC RecoverPoint appliance 

 EMC VNX 

 VMware vCenter Site Recovery Manager 

 EMC Virtual Storage Integrator 

 

EMC RecoverPoint is an advanced enterprise-class disaster recovery solution that 
supports heterogeneous storage and server environments. EMC RecoverPoint 
provides bi-directional local and remote data replication across any distance, and 
uses continuous data protection technologies to provide consistent point-in-time 
recovery. EMC RecoverPoint has three modes of operation: 

 Local replication 

 Remote replication 

 Local and remote replication 

This DRaaS solution concentrates on EMC RecoverPoint remote replication, which 
provides continuous remote replication between sites. Local replication can be 
implemented in addition to remote replication if required in an expanded solution. 

EMC RecoverPoint supports the replication of iSCSI and SAN-attached volumes 
configured as VMFS or RDM devices in vSphere and inter-site replication over Fibre 
Channel (FC) or IP. This DRaaS solution covers VMFS devices being replicated over IP 
using EMC RecoverPoint remote replication. 

EMC RecoverPoint controls replication through the use of consistency groups to 
ensure that updates to the replicas are always consistent and in correct write order. If 
two data sets are dependent on one another (for instance, a database and a 
database log), then it is recommended that they be located in the same consistency 
group.  

As shown in Figure 3, each production copy (ProdCopy) and its corresponding remote 
copy (CRRCopy) are grouped into replication sets that are managed as members of 
the consistency group.  

Overview 

EMC RecoverPoint 
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Figure 3. EMC RecoverPoint consistency group with remote replication 

Each consistency group contains a journal that receives and records the changes to 
data. Changes are distributed from the remote copy journal to the remote copy 
device. The remote copy journal retains rollback data and, if required due to a 
disaster, can be used to roll back the stored data image to an earlier point-in-time 
image that was unaffected by the disaster. A journal volume is required on both sites 
of the consistency group, although the journal assigned to the production copy does 
not contain rollback information and is only used in recovery scenarios. 

EMC RecoverPoint captures changes to the production copy using a write splitter in 
the array. This write splitter monitors writes to the production copy and ensures that 
the EMC RecoverPoint appliance receives a copy of the write. Array based write 
splitting is supported on VMAX, VNX and EMC VPLEX® systems.  

The sequence of /IO for EMC RecoverPoint remote replication in asynchronous mode 
is shown in Figure 4,  

 

Figure 4. Sequence of I/O with EMC RecoverPoint remote replication in asynchronous 
mode 
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The sequence can be summarized as follows: 

1. A host write from a virtual machine is written to the array cache. 

2. The array splitter splits (copies) the write to the production copy and vRPA. 

3. The local RPA, in parallel with the array, sends an acknowledgement back to 
the host (in synchronous mode this acknowledgement comes from the remote 
vRPA). 

4. The local vRPA sequences, checksums, compresses, and replicates the data 
to the remote site. 

5. The remote vRPA receives the data, which is then uncompressed, sequenced, 
checksummed, and written to the remote journal. 

6. The data is distributed to the remote copy while maintaining write order 
consistency. The remote copy is read/write disabled on the target site until a 
recovery takes place. 

EMC RecoverPoint can provide synchronous or asynchronous replication between 
sites. With asynchronous replication, the distance between sites is not a limit 
because EMC RecoverPoint replicates the data asynchronously but maintains write-
order consistency at the remote site, ensuring that all replicas remain fully consistent. 

Figure 5 displays synchronous replication of a consistency group named Rogers. 

 

Figure 5. EMC Unisphere for EMC RecoverPoint – view of consistency group status 

EMC RecoverPoint minimizes the RPO for customers by presenting the last consistent 
point-in-time image to the systems on the target site. Because of EMC RecoverPoint’s 
DVR-like ability to record all operations, the EMC Virtual Storage Integrator (VSI), a 
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free vCenter plug-in developed by EMC, integrates with both vCenter SRM and EMC 
RecoverPoint to provide the ability to select any point in time (SRM AnyPIT) for 
recovery.  

 

The vRPA is new with the EMC RecoverPoint version 4.0 release. The vRPA, as shown 
in Figure 6, is a virtual RPA that runs as a virtual machine on VMware ESXi servers. 
Instead of host bus adapters (HBAs) and FC, the vRPA uses iSCSI over a standard IP 
network to connect to the VNX storage array. 

 

Figure 6. vRPA virtual machine, asgard_vrpa01, configuration in vSphere 

The vRPA uses the VNX array-based write splitter and is available for EMC 
RecoverPoint SE installations at this time. (Support for EMC RecoverPoint multisite is 
planned for EMC RecoverPoint 4.0 SP1.) 

Remote replication for vRPA between EMC RecoverPoint clusters on separate sites is 
possible over IP only, as shown in Figure 7. The presentation of block storage to ESXi 
servers is independent of the vRPA connectivity and can be presented through FC or 
iSCSI. 

 

Figure 7. Example of EMC RecoverPoint vRPA deployment for remote replication 

Virtual EMC 
RecoverPoint 
Appliance 
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The vRPA can be deployed quickly and easily using the existing virtual infrastructure, 
and it assumes all of the high availability and mobility advantages that are available 
in VMware vSphere, such as VMotion, high availability (HA), and DRS. 

Each vRPA requires connectivity to distinct and separate vSphere port groups to 
support: 

 vRPA management 

 Wide-area network (WAN) replication between EMC RecoverPoint clusters 

 iSCSI connections to VNX 

The virtual switches supporting these networks in vSphere can use VMware standard 
switches or distributed switches, and EMC recommends that each network has at 
least one dedicated network interface card (NIC). Memory and CPU resource 
requirements are allocated or dedicated to the vRPA in the same way as on a normal 
virtual machine. The vRPA is managed through EMC Unisphere® for EMC RecoverPoint 
in the same way as on a physical RPA. 

Error! Reference source not found. offers a brief comparison of the main technical 
ifferences in the features of the physical and virtual EMC RecoverPoint appliances. 

Table 1. Comparison of physical and virtual EMC RecoverPoint appliances 

Physical EMC RecoverPoint Appliance 
(RPA) 

Virtual EMC RecoverPoint Appliance (vRPA) 

Physical 1U appliance Virtual machine 

FC or iSCSI attach iSCSI attach only 

FC or IP replication IP replication only 

Multisite replication fan-in/out of 4:1/1:4 Single site replication 1:1 

Distributed consistency groups No distributed consistency groups 

 

 

The EMC VNX family delivers industry-leading innovation and enterprise capabilities 
for file, block, and object storage in a scalable, easy-to-use solution. This storage 
platform combines powerful and flexible hardware with advanced efficiency, 
management, and protection software to meet the demanding needs of today’s 
businesses. 

EMC VNX offers isolation of resources at the storage layer for multitenant 
environments. Enterprise and cloud providers can elect to offer tenants shared 
storage, dedicated storage, or both. In a shared storage model, tenants reside on 
LUNs configured across shared storage pools. In a dedicated storage model, storage 
pools can be configured and consumed on a per tenant basis, thus ensuring that 
tenants are physically isolated from one another because the back-end disk spindles 
are not shared.  

This DRaaS solution uses block-based storage on the VNX, using the availability of 
both iSCSI and FC protocols for connectivity, and it uses the EMC RecoverPoint array-
based write splitter to protect tenant storage. 

EMC VNX 
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VMware vCenter Site Recovery Manager (vCenter SRM) automates the recovery 
process, making it as simple as pressing a single button. vCenter SRM uses EMC 
RecoverPoint to provide external replication between the protected and recovery 
sites. It automates the tasks required to recover all systems on the recovery site, 
providing the ability to meet the minimum RTO. 

vCenter SRM is designed as a plug-in to VMware vCenter so that vCenter SRM disaster 
recovery tasks can be executed inside the same management tool as other 
administrative tasks at the VMware infrastructure.  

EMC RecoverPoint sits below the VMware infrastructure and is responsible for 
replicating all changes from the production LUNs to the remote replica LUNs at the 
disaster recovery site, as shown in Figure 8.  

  

Figure 8. Overview of vCenter SRM architecture with EMC RecoverPoint and VNX 

Using the EMC storage replication adapter (SRA) for EMC RecoverPoint, vCenter SRM 
automatically discovers the datastores that are set up for replication between the 
sites, and uses these as the basis for configuring the workflow required for the 
recovery process. The workflows, referred to as Recovery Plans, specify how and 
where the virtual environment is recovered. The recovery plan maps resources such 
as clusters, ESXi servers, resource pools and networking on the recovery site and also 
allows the boot order of systems to be specified in order to satisfy system 
dependencies within the environment. 

SRM recovery plans, in line with EMC RecoverPoint consistency groups, can be 
configured to provide single or multitenant recovery, allowing individual tenants to be 
recovered without impacting others. Using vCenter SRM’s recovery test mode, vCenter 
SRM recovery plans use EMC RecoverPoint’s image access capability to non-
disruptively test the failover process to ensure that the secondary image is consistent 
and usable. There is no need for user interaction with EMC RecoverPoint because 
vCenter SRM has exclusive control of managing the replicated devices. 

VMware vCenter 
Site Recovery 
Manager 
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EMC Virtual Storage Integrator (VSI) is a free vCenter plugin provided by EMC that 
extends the vCenter UI to add additional EMC-specific capabilities. VSI provides 
vCenter SRM Any-Point-in-Time (AnyPIT) functionality, which enables vCenter SRM to 
access point-in-time images in EMC RecoverPoint, not only the latest image.  

VSI simplifies storage administration of EMC Symmetrix VMAX®, EMC Celerra®, EMC 
CLARiiON®, VNX, and EMC VNXe® storage platforms, enabling storage operations 
such as provisioning, cloning and compression, and integration with EMC 
RecoverPoint and vCenter SRM. Use EMC VSI 5.5 for EMC RecoverPoint from within 
the vCenter to select the image. 

EMC Virtual 
Storage Integrator 
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Solution configuration 
 

This section provides an overview of how this solution can be used for disaster 
recovery protection of tenant storage that is already hosted in the cloud, and tenants 
with their own data center who are looking for disaster recovery services in the cloud. 

Similar disaster recovery solutions, offering similar service offerings, are possible 
using the physical EMC RecoverPoint appliances. 

 

The architecture for this solution includes a fully virtualized multitenant environment 
built on a VNX platform and integrated with EMC RecoverPoint and vCenter SRM, as 
shown in Figure 9. 

 

Figure 9. High-level architecture of EMC DRaaS solution components 

In order to provide DR services from the tenant site to the cloud, infrastructure 
components must be located in both the tenant and the cloud provider sites. Along 
with individual vCenter and vCenter SRM servers, each site requires a VNX array to run 
the EMC RecoverPoint write splitter and ESXi servers that host the vRPAs. 

Network segmentation is required at the vRPA level for management, WAN, and iSCSI 
connections to the VNX. With multiple independent iSCSI ports available on the front 
end of the VNX, multiple virtual local area networks (VLANs) can be presented and 
used for multitenant attachment.  

The vRPA communicates directly with VNX iSCSI ports in order to access the EMC 
RecoverPoint splitter and the LUNs to be replicated. This is an appliance-to-storage 
array relationship that is not related to any ESXi storage operations. If the ESXi iSCSI 
initiator is in use, it communicates directly with the VNX to present storage as VMFS 
datastores for use at the ESXi layer in the same way that FC host bus adapters would 
communicate with FC ports on the array. 

Overview 

Solution 
architecture 
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The deployment of EMC RecoverPoint can be virtual or physical and can operate in 
shared or dedicated environments. Remote replication with EMC RecoverPoint can be 
synchronous or asynchronous, over FC or IP, and includes deduplication and 
compression of the replicated data. Each deployment model has its advantages and 
can be tailored appropriately by providers to produce the required DRaaS offering. 

Multitenancy and the isolation of tenant resources within the environment can be 
accomplished in a number of ways, depending upon the service level agreement 
(SLA) between provider and tenant. Resources can be isolated at all layers of the 
infrastructure, including the recovery plan used to recover the tenant environment. 
The SLA between provider and tenant or the operating model of the provider dictates 
the level of resource isolation required. 

The provider has a range of configuration and performance options available for the 
underlying storage. VNX storage is optimized for virtual environments and can be 
configured to satisfy the requirements of a wide variety of SLAs. VNX systems offer a 
many storage options using Flash, serial-attached SCSI (SAS), and near-line serial-
attached SCSI (NL-SAS) disks. The storage can use pool-based storage with or 
without EMC fully automated storage tiering (FAST) and EMC fully automated storage 
tiering (FAST) Cache back-end storage.  

In each recovery scenario covered in this white paper, vCenter SRM is configured for 
one-to-one site replication. Using vCenter SRM, the recovery of tenants can be all-
inclusive in a single recovery operation, or it can use multiple recovery plans to 
enable a more granular recovery of individual tenant organizations, which would 
operate independently of all other tenants and organizations. 
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Solution validation 
 

This section demonstrates how a multitenant environment deployed in a vSphere 
environment can be protected with EMC RecoverPoint vRPA and automated recovery 
provided by vCenter SRM. 

Multiple scenarios are covered including: 

 Deploying vRPA for remote replication 

 Protecting tenant storage 

 Testing tenant recovery 

 Executing tenant recovery 

 Point-in-time recovery with EMC VSI 

 Orchestration 

 Metering and reporting 

 

Table 2 provides a summary of the components used in validating this solution. 

Table 2. Validation components 

Component Properties 

EMC VNX5700  R32 FLARE OE 

EMC RecoverPoint vRPA  Version 4.0 

FC SAN 8 Gb 

iSCSI attach 1 Gb 

Network 1 Gb 

VMware ESXi Version 5.1 

VMware vCenter Version 5.1 

VMware vCenter SRM Version 5.1 

EMC RecoverPoint SRA Version 2.1 

EMC VSI Version 5.5 

EMC Data Protection Advisor (DPA) Version 6.0.1 

 

 

The EMC RecoverPoint vRPA is a VMware virtual machine running the EMC 
RecoverPoint operating system customized for iSCSI based RPSE operations with EMC 
VNX. An EMC RecoverPoint cluster requires a minimum of two EMC RecoverPoint 
appliances. In this case the appliances are virtual EMC RecoverPoint appliances. 
Once each of the vRPA appliances has been deployed, the RPSE system installation is 
completed using the EMC RecoverPoint RPSE Installer Wizard. 

Overview 

Test environment 

Deploying vRPA for 
remote replication 
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Each vRPA can be deployed from an Open Virtualization Format (OVF) template in 
VMware vSphere. The vRPA being deployed is automatically configured with the 
relevant memory and CPU resources and requires connectivity to independent VLANs 
to support vRPA networking for local management, iSCSI connectivity to the VNX, and 
WAN replication.  

The appropriate networking infrastructure in vSphere must be configured and in place 
prior to vRPA deployment. In this environment, a distributed switch was used, but the 
networking requirements of the vRPA can be satisfied using standard or distributed 
switches in VMware vSphere. 

Figure 10 highlights the three port groups used to support the networking in this 
environment. 

 

Figure 10. vSphere view of EMC RecoverPoint vRPA 

These port groups are configured on a distributed switch in vSphere and each has a 
unique VLAN ID:  

 WAN (VLAN 221): WAN replication between EMC RecoverPoint appliances  

 iSCSI02 (VLAN 111): iSCSI connections to VNX 

 vmPortGroup (VLAN 220): vRPA management 

Of the five port groups configured on the distributed switch, as shown in Figure 11, 
only three are required for the vRPA operations at the virtual machine layer. The other 
two are separate from the vRPA and are used at the ESXi server layer for storage 
access. The esxiSCSI port group is used for the software iSCSI initiator on the ESXi 
servers for block storage access for datastores, and the nfsPortGroup is used for NFS 
storage access. 
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Figure 11. Distributed switch configuration in vSphere 

The vRPA is initially configured with temporary network settings, including IP, subnet, 
DNS, and gateway. The EMC RecoverPoint SE Installer Wizard, shown in Figure 12, 
uses these later to identify and install the appliance as a member of the EMC 
RecoverPoint cluster. 

 

Figure 12. EMC RecoverPoint SE Installer Wizard within the Deployment Manager Wizard 

The EMC RecoverPoint SE Installer Wizard has an amount of infrastructural 
prerequisites that need to be met before the installation can begin. You must 
acknowledge these requirements manually because the Installer Wizard does not 
verify that these requirements are met, as shown in Figure 13.  
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Figure 13. Prerequisites for installation of EMC RecoverPoint system 

Within the Installer Wizard, you are prompted for the relevant details such as cluster 
name, management IP, login, and iSCSI credentials for the vRPAs and the VNX array, 
as shown in Figure 14. 

 

Figure 14. iSCSI connectivity details for each vRPA in the EMC RecoverPoint system 

The Installer Wizard uses the user-provided login and iSCSI details to create the 
required iSCSI connectivity between the vRPAs and the VNX array, register the 
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connections with the vRPAs, and place them in a storage group for LUN access, as 
shown in Figure 15.  

 

Figure 15. VNX storage group view of vRPA01 iSCSI connectivity to VNX array 

All storage access is shared between the vRPAs, so that all vRPAs in a cluster are 
placed in the same VNX storage group. The vRPAs require shared access to an EMC 
RecoverPoint repository volume that the Wizard creates and places in that storage 
group. The repository volume is configured on an existing RAID group. If it is created 
automatically by the Wizard, the volume is 5.72 GB; if it is created manually, the 
volume is 2.86 GB.  

Once the Installer Wizard completes the necessary steps, the EMC RecoverPoint 
system is ready and can be securely accessed through its cluster management IP 
address. 

The properties of the vRPAs can be viewed in Unisphere for EMC RecoverPoint. The 
properties include the network address and the resources assigned to the vRPA. 
While the hardware platform associated with the physical implementation of EMC 
RecoverPoint appliances is categorized as Gen3, Gen4, and so on, the vRPA hardware 
platform is defined as vGen, as shown in Figure 16. 

 

Figure 16. vRPA properties highlighting the hardware platform of the vRPA 
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For the EMC RecoverPoint remote replication operations required for this DRaaS 
solution, the EMC RecoverPoint system on the target/recovery site must also be 
created. The procedure is the same as that outlined for Figure 12 on page 20. Once 
the EMC RecoverPoint system is created on the recovery site, the clusters need to be 
connected to each other. This operation is managed using the Connect Cluster Wizard 
within the EMC RecoverPoint Deployment Manager Wizard, as shown in Figure 17. 

 

Figure 17. Connect Cluster Wizard in the EMC RecoverPoint Deployment Manager 

When the second cluster from the recovery site is connected, both clusters operate as 
a single EMC RecoverPoint cluster, manageable from a single location with 
Unisphere, as shown in Figure 18. Management can be performed from either of the 
cluster management IP addresses on either site. 
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Figure 18. Unisphere for EMC RecoverPoint dashboard view of EMC RecoverPoint system 

The EMC RecoverPoint remote replication cluster is now ready to be configured to 
protect tenant storage. 

 

For this example, we used a single tenant named “Blake”. This tenant operates in a 
shared environment where the ESXi and vRPA resources are shared but each tenant’s 
storage is dedicated, as highlighted in the vSphere inventory in Figure 19. 

 

Figure 19. Tenant virtual machines and datastores for tenant “Blake” 

Protecting tenant 
storage 
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EMC RecoverPoint replicates at the LUN level, which means that all virtual machines 
for a tenant must be located on the LUNs being replicated. Ensuring that the tenant 
virtual machines are located on the correct storage devices is a critical step.  

While virtual machine locations can be managed using various methods, Profile-
driven storage  under Design considerations, suggests one such approach.  

The following are the primary steps in the protection setup: 

1. Identify tenant storage 

2. Complete relevant LUN masking on production and recovery sites 

3. Select source and target storage devices 

4. Start replication  

The vRPAs on the production site must have visibility of the tenant’s Production LUNs 
that are to be protected, their associated journal LUNs, and their EMC RecoverPoint 
repository volume, as shown in Figure 20. 

 

Figure 20. Overview of required LUN sharing between VNX storage groups 

The masking is at the LUN level on the VNX array so the productions LUNs that are to 
be protected must be shared into the vRPA storage groups, which means that the 
LUNs are then shared between the ESXi hosts and the vRPAs. 

Once the LUN masking is complete, the production storage is visible and available to 
be protected in Unisphere. 

The same storage configuration and masking is required for the vRPA cluster and VNX 
on the recovery site, where the target device (replica) for each source device must be 
exactly the same size as its source. 
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Figure 21 shows how the protection process is started in Unisphere, where the first 
step, Define Source Copy, is to select the production devices to be protected. 

 

Figure 21. Select source/production storage devices on production site 

In this example, the consistency group is named after the tenant, Blake, and the local 
copy of this storage, Production. All of Blake’s systems reside on the production 
volumes named Datastore_20, Datastore_21, and Datastore_22.  

These volumes are selected from the Asgard_vClus01 cluster that is the EMC 
RecoverPoint cluster on the production site, Asgard. 

After the local production devices are selected, the Wizard prompts for selection of 
the local journal device, and then requests that you select the appropriate target 
storage devices on the recovery site.  

The sizing and configuration of the journal volumes are covered in Design 
considerations. 

The replica volumes are selected from the Metropolis_vClus01 cluster, which is the 
EMC RecoverPoint cluster on the recovery site, Metropolis. The replica volumes used 
for this relationship are targetDatastore_20, targetDatastore_21, and 
targetDatastore_22, as shown in Figure 22. Again, after the remote devices are 
selected, the remote Journal device must also be selected.  
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Figure 22. Select target/remote storage devices on recovery site 

Next, select the replication mode for Blake’s consistency group. The default setting is 
asynchronous with an RPO of 25 seconds, but this can be modified or later changed 
to synchronous in Link Policy. 

The tenant Blake has all of its virtual machines located on three 100 GB LUNs, 
Datastore_20, Datastore_2,1 and Datastore_22. Each LUN is represented by a 
replication set within the Blake consistency group, as shown in Figure 23. 

 

Figure 23. Replication sets for 100 GB devices in Blake consistency group 

At this point, the remote replication for the tenant Blake is in place and active 
between the two sites, Asgard and Metropolis, as shown in Figure 24. 
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Figure 24. Remote asynchronous replication for tenant Blake 

All of the required steps for creating replication are possible through the EMC 
RecoverPoint CLI and through the available EMC RecoverPoint REST API. 

In order to enable the automated recovery of tenant Blake, the consistency group 
must be controlled by vCenter SRM. This is enabled within the group policy of the 
consistency group, as shown in Figure 25. 

 

Figure 25. Assigning management of EMC RecoverPoint to vCenter SRM 
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External management of the consistency group must be assigned to vCenter SRM as 
an external application. Once set, all consistency group recovery and failback 
operations can be configured and automated under the exclusive control of vCenter 
SRM. 

As shown in Figure 26, after the vCenter SRM array manager has been rescanned and 
refreshed using the EMC RecoverPoint storage replication adapter (SRA), the 
protected volumes that contain the virtual machines for Blake can be configured into 
a protection group. 

 

Figure 26. Replicated datastores for Blake paired and managed within vCenter SRM 

While creating the protection group, vCenter SRM detects and maps the virtual 
machines that reside on the datastores that are being protected. The protection group 
references the vCenter SRM resource mappings to automatically protect the virtual 
machines. You must configure the resource mappings to specify which virtual 
resources will be used on the DR site upon recovery. These resources include the 
vCenter clusters, resource pools, and networks, as shown in Figure 27. 
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Figure 27. Replicated datastores added to vCenter SRM protection group 

All tenant virtual machines for tenant Blake are mapped to the vmPortGroup, as 
shown in Figure 28.  

 

Figure 28. vCenter SRM network mappings between protected and recovery sites 

In this example, which uses DR in the cloud, a stretched Layer 2 networking solution 
is used between sites to enable the recovered virtual machines to use the same IP 
addressing on the recovery site. This networking eliminates the requirement to 
reassign IP addresses to virtual machines during the recovery process. These 
stretched Layer 2 operations only apply to the virtual machines and not to the ESXi 
servers, vRPAs, or storage arrays, because these are infrastructure components that 
do not at any stage traverse between sites. 
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Note: The choice of Layer 2 or Layer 3 networking is determined by the service provider’s 
network connectivity offerings for the solution. Both are valid deployment scenarios 
including the use of Layer 2 over Layer 3 tunneling technologies, either at the physical 
networking layer or virtualized networking layer. 

From an infrastructure perspective, a service provider deploying an in-the-cloud 
model has control over the infrastructure because this is typically within their own 
data center and network infrastructure. This solution could use Layer 2 networking 
technologies to achieve vCenter SRM based failover using the same set of IP 
addresses across a trunked Layer 2 network using VLANs. The use of Layer 3 
networking, however, can be used for both in-the-cloud and to-the-cloud models 
where the tenant and DR site are separated by Layer 3 networks and therefore use 
different IP subnets. This requires the use of vCenter SRM to change the IP addresses 
of hosts when failing between sites to reflect the change in subnet between 
locations. 

A recovery plan can be created for each tenant. The granularity of the recovery plan is 
dependent on the number of EMC RecoverPoint consistency groups contained in the 
vCenter SRM protection groups. The EMC RecoverPoint consistency group provides 
the lowest level of granularity in the protection process.  

In this example, tenant Blake’s storage is managed in a single EMC RecoverPoint 
consistency group, as shown in Figure 29. This means that only a single protection 
group can be created for Blake, which in turn means that the recovery plan must 
recover all of Blake’s virtual machines at once.  

 

Figure 29. Creating a single vCenter SRM recovery plan for tenant Blake 

Depending on how many EMC RecoverPoint consistency groups a tenant consumes, 
recovery plans can be configured at a sub-tenant level. 

As part of the recovery plan, the boot priority of the virtual machines during the 
recovery process can be specified in vCenter SRM to ensure that all infrastructure and 
application dependencies are met, ensuring as smooth a recovery as possible. 
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In this example, as shown in Figure 30, Boot Priority 1 is assigned to blk-ad01, which 
is the active directory and DNS server for tenant Blake, so that its services are 
available to the database and application virtual machines when they boot later. The 
Oracle database virtual machines are next with Boot Priority 2, followed by the SAP 
application virtual machines with Boot Priority 3. The web systems used by Blake are 
the last to be booted and are assigned Boot Priority 4. 

 

Figure 30. Assigning boot priority (highlighted) to virtual machines 

vCenter SRM creates placeholder virtual machines on the target site, as shown in 
Figure 31. These placeholder virtual machines cannot be powered up manually, and 
are replaced by the actual virtual machines as part of the recovery process.  

 

Figure 31. Placeholder virtual machines on the recovery site 

 

As highlighted in Figure 32, vCenter SRM provides the ability to test an individual 
tenant’s DR plan without interrupting their production operations. In test recovery 
mode, vCenter SRM simulates a failover of virtual machines from the protected site to 
the recovery site. 

Testing tenant 
recovery 
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Figure 32. Recovery plan for tenant Blake, offering test recovery mode 

This simulation is executed in an isolated storage and network environment on the 
recovery site, ensuring that virtual machine operations on the protected site are 
protected from service interruptions and conflicts. vCenter SRM uses EMC 
RecoverPoint to capture point-in-time snapshots of the tenant data and presents 
those snapshots to the DR site to simulate the recovery of all protected virtual 
machines. 

The benefit of using vCenter SRM to run a failover simulation against a recovery plan 
is that it provides confirmation that the recovery plan for a tenant has been set up 
correctly for the protected virtual machines, and takes into account the various 
application service dependencies that may exist in the environment. 

Using tenant Blake, we confirmed that the recovery plan that we had in place was 
configured correctly by running a test recovery. Step 4, Create Writeable Storage 
Snapshot, in Figure 33, confirms that a writeable snapshot was created on the DR 
site. This writeable snapshot enables the tenant to use and test the image on the DR 
site if required. 
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Figure 33. Test recovery for tenant Blake 

The simulated failover is completed by resetting the environment, using the Cleanup 
option, so that vCenter SRM is again ready for the next event. The next event could be 
another simulated failover or an actual recovery.  

vCenter SRM provides the ability to export the details of the test recovery in multiple 
formats, including XML, CSV, HTML, XLS, and DOC. This overall DR testing 
functionality provides tenants with a rolling DR plan that can be tested and validated 
on a regular basis. 

 

In the event of a disaster, or under circumstances that require the recovery of tenant 
systems from the production site to the recovery site, you must initiate the recovery 
process manually, as shown in Figure 34. vCenter SRM automates the recovery 
process, but does not automatically recover an environment in the event of a 
disaster. What qualifies as a disaster is determined by the service provider, and only 
at that point would a recovery operation be initiated. 

Executing tenant 
recovery 
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Figure 34. Manually initiate recovery plan for tenant Blake  

The configuration for tenant Blake through EMC RecoverPoint and vCenter SRM 
enables the isolation of its resources and the recovery of its system independent of 
all other tenants. 

The recovery plan was tested and validated before this point, so the recovery process 
will recover the tenant’s virtual machines in the order specified. 

While the failover is being executed, the status of each step of the recovery plan can 
be monitored in Recovery Steps in the vCenter SRM user interface (UI) on the recovery 
site. The UI displays the steps that are currently running as well as which steps have 
been completed. 

As shown in Figure 35, once vCenter SRM has instructed EMC RecoverPoint to present 
the required devices at the recovery site, the tenants virtual machines are recovered 
in the order specified.  
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Figure 35. Recovery steps in recovery of tenant Blake 

When the recovery is complete, the EMC RecoverPoint replication between sites for 
tenant Blake is paused, as shown in Figure 36.  
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Figure 36. Post-recovery EMC RecoverPoint inter-site replication paused for tenant Blake 

After a recovery, EMC RecoverPoint does not automatically reverse the replication 
process. In a typical DR scenario, the production site is unavailable at the time of 
recovery to the DR site, and is not available to participate in replication operations.  

Once systems on the original production site have been successfully restored, 
vCenter SRM provides the ability to re-protect the systems now running on the 
DR/recovery site, as shown in Figure 37. When this re-protect operation takes place, 
vCenter SRM automatically protects the current environment by setting up the 
appropriate protection groups and recovery plans, and instructing EMC RecoverPoint 
to resume replication operations in the direction of the original production site. 



 

EMC Disaster Recovery as a Service 
EMC RecoverPoint, EMC VNX, VMware vCenter Site Recovery Manager 

38 

 

Figure 37. Re-protect tenant Blake that has previously been recovered 

As a result of the re-protect, the recovery plan for tenant Blake is reconfigured to 
automate recovery on the original protected site. The failback process, when 
required, is a standard recovery job but in the opposite direction to the original 
recovery.  

 

EMC RecoverPoint has the sophistication to recover to any point in time using its 
journal, but the standalone vCenter SRM recovery model can only use the latest EMC 
RecoverPoint image for a recovery. VSI provides the ability to specify any point in time 
to which the tenant environment can be recovered by vCenter SRM AnyPiT. VSI 
integrates with vCenter SRM and EMC RecoverPoint to expose the available point in 
time snapshots and predefined bookmarks from the EMC RecoverPoint journal. 

A snapshot is a point in time marked by the system for recovery purposes. Snapshots 
are taken seconds apart and are the difference between one consistent image of 
stored data and the next. Bookmarks, which are named snapshots, can be created 
automatically by the system either at regular intervals or in response to a system 
event, as shown in Figure 38. 

Point-in-time 
recovery 
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Figure 38. Unisphere view of EMC RecoverPoint journal with highlighted bookmark 

Using VSI, once a specific point in time has been selected for a tenant, it must then 
be applied as shown in Figure 39. 

 

Figure 39. VSI with PiT selection from EMC RecoverPoint journal for vCenter SRM recovery 

This point-in-time image is used for the next vCenter SRM recovery of tenant Blake’s 
systems. 

The lifecycle or duration of the selected point-in-time image is configured and set in 
VSI by selecting Set Expire Time, as shown in Figure 40. 
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Figure 40. VSI: Specify expiration for PiT image for tenant Blake 

vCenter SRM is unaware that this point-in-time image has been applied to the image 
that it will recover, and proceeds as normal during the recovery process. 

SRM AnyPiT is especially useful in environments where a tenant may want to use a 
specific image of the data for test recovery purposes. It also enables tenants who may 
have been impacted by data corruption, virus attack, or user error, to recover their 
environment to a consistent point in time that they know to be good. 

 

The RESTful API architecture available with EMC RecoverPoint, as shown in Figure 41, 
provides a simple-to-use web interface to the EMC RecoverPoint API, enabling you to 
integrate EMC RecoverPoint functionality and operations into your orchestration 
environments. 

 

Figure 41. EMC RecoverPoint RESTful API architecture overview 

Orchestration tools, such as VMware vCenter Orchestrator (vCO), enable you to define 
the workflows and operations needed to deploy and execute services on demand that 
would otherwise involve manual operations. These orchestrated operations can be 
used by front-end web portals to make specific tasks available to internal 
administrators or tenants as required from a published service catalog. 

Orchestration 
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For example, the deployment of vRPAs as part of the creation of DR services for a new 
tenant can be integrated into an existing provider workflow. This onboarding process 
can be initiated from a customized provider portal, such as the example shown in 
Figure 42. 

 

Figure 42. Sample tenant onboarding workflow using EMC RecoverPoint REST API 

Using vCO as the orchestration tool, new tenant details can be input from a portal 
page and used within the vCO workflow in the creation of the new resources for that 
tenant.  

On the portal page in Figure 43, a new tenant (Blake) is created with a dedicated 
infrastructure, a high-performance level of storage, and disaster recovery services. 
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Figure 43. Onboarding a new tenant with DR services 

Because the infrastructure for tenant Blake is dedicated, dedicated vRPAs are 
deployed as part of the process and configured for remote replication between the 
protected site and the recovery site. This deployment process and the creation and 
replication of storage devices for the new tenant are automated using the RESTful API 
architectures available across the infrastructure components. 

Storage Service Level options correlate to provider-configured storage on the VNX. In 
the example shown in Figure 43, the provider has categorized their VNX storage as 
High Performance. 

Choosing Medium for the level of Compute Resources provides a medium-sized 
implementation of clustered vSphere ESXi servers, for example, four ESXi servers with 
VMware High Availability (HA) and Disaster Recovery Service (DRS). You can decide 
the sizing for the compute services you want to offer. 

Note: A dedicated infrastructure is not a requirement for all tenants. It is also possible to 
onboard a tenant into a shared infrastructure that may not require new resources to be 
created because the tenant can share existing EMC RecoverPoint, vSphere, and storage 
resources with other tenants. 

The sample workflow shown in Figure 42 provides an outline of an onboarding 
process for a new tenant. The REST APIs of the various components are used 
interchangeably throughout the deployment process for the initial creation of 
resources and for integration between components. 

The available RESTful API architectures enable you to expose the varying levels of 
access and functionality appropriate to your tenants’ needs and the service level 
agreements (SLAs) that are in place. 

Once the initial onboarding process is complete, the next step in the workflow is to 
import or create the tenant virtual machines and applications. More detailed 
configuration steps can be included in the single workflow if required. Alternatively, 
you can create more specific workflows to execute other operations, such as 
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integration with reporting and billing applications, for example, EMC Data Protection 
Advisor. 

Flexibility in automation and orchestration enables you to create operational 
workflows to best suit your business needs and your tenants’ operational needs. 

 

EMC Data Protection Advisor (DPA) provides a comprehensive monitoring, analytics, 
alerting, and reporting platform to service and cloud providers who offer DRaaS to 
their tenants. By gathering information from multiple sources and analyzing the 
replication and protection information in real time, DPA provides full visibility of the 
use, effectiveness, and compliance of the DR protection in multitenant environments. 

DPA provides a centralized view of all EMC RecoverPoint appliances, and storage, 
virtualization, and application components. From this centralized location, policies 
can be created and customized around data protection, component analysis, 
metering, and chargeback. 

As shown in Figure 44, metering of replication services is possible at the EMC 
RecoverPoint appliance level and at the individual tenant’s consistency groups, 
where service providers can track and report on metrics, such as replicated capacity, 
throughput, and journal utilization. 

 

Figure 44. Individual tenant reporting of EMC RecoverPoint resources 

  

Metering and 
reporting 
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Figure 45 shows a report containing the throughput details specific to tenant Banner. 

  

Figure 45. Replication throughput for single tenant Banner 

This analysis of EMC RecoverPoint replication services and operations enables 
service providers to confirm that service levels are being met for individual tenants 
and to automatically generate the relevant chargeback reports. 

Hundreds of standard reports are available in categories such as data protection, 
chargeback, capacity planning, regulatory, and configuration. Reports can be 
individually customized, scheduled, run on demand, and saved in multiple formats, 
including HTML, PDF, JPG, XML, and CSV, as shown in Figure 46.  

  

Figure 46. DPA custom reports for chargeback of EMC RecoverPoint services 
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DPA implements a new API based on the REST API architecture. This new API 
implementation: 

 Enables access to DPA functions though standard HTTP/HTTPS/XML protocols,  

 Provides the ability to seamlessly integrate DPA with external portals and third-
party applications 

 Enables new web-based composite applications and dashboards 

The REST API is versioned to ensure future advances are compatible for customers 
using the API. 
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Design considerations 
 

The solution validated in this white paper covers a range of technology components 
that need to be specifically configured and integrated with each other in order to 
successfully implement DR services. This section highlights some of the design 
considerations for this DRaaS solution. 

 

While it is possible for service providers to enable their tenants to access and control 
certain infrastructure components within this DRaaS solution, this white paper 
discusses operations on the basis that the service providers retain control of recovery 
operations.  

The levels of access and control that service providers can allow their tenants can be 
discussed at length. This discussion would cover the access options in both shared 
and dedicated environments, as well as the exact level of control that a tenant may 
require and how that may cause extra overhead to the service provider. It is possible 
to allow tenants restricted access to the various solution components through role-
based security, while exposing only certain operations using the REST API and other 
tools. Determine what level of control, if any, the service providers want to allow for 
their tenants. 

In this DRaaS solution, the VNX storage array, EMC RecoverPoint, and vCenter SRM, 
are considered infrastructure components to which a tenant would not have access. 
The service providers retain full control of managing the underlying infrastructure that 
enables the DRaaS operations, including the recovery of tenant systems in the event 
of a disaster. 

In a disaster recovery scenario, this white paper assumes that the service providers 
are responsible for managing the recovery of their tenants’ systems. The tenants do 
not have the ability to initiate a recovery and must formally request it from the service 
provider. 

 

Service providers may choose to offer dedicated or shared resources to their tenants. 
Both shared and dedicated deployment models can be used when implementing 
DRaaS, but each model offers varying degrees of granularity for tenant recovery.  

Shared Nothing or Shared Everything are two allocation models that can be used; 
most service providers require a solution somewhere in between. 

 Shared Nothing: everything is dedicated. A single tenant does not share any 
resources with any other tenant. 

 Shared Everything: everything is shared. All tenants share a common pool of 
resources. 

Tenant resources can be isolated at the storage layer, virtualization layer, and 
replication layer. The replication and recovery of data takes place at the LUN level, 
therefore, it is the isolation of storage resources that is most relevant in order to 
isolate the recovery of individual tenants. 

Overview 

Access control and 
management 

Shared or 
dedicated 
resources 
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This solution uses a mix of shared and dedicated resources that combine to offer 
service providers the ability to recover on a per-tenant basis and recover multiple 
tenants at once. 

In a situation where the sharing of physical infrastructure is not acceptable (Shared 
Nothing), service providers can configure a dedicated storage pool per tenant. A 
dedicated storage pool equates to dedicated physical disks that support the 
dedicated LUNs on which datastores are created and virtual machines are deployed. 
This model is represented by Storage Pool 01 for Tenant A, as shown in Figure 47. 

 

Figure 47. Dedicated and shared storage configurations 

Note: Regardless of shared or dedicated storage allocation models, only a single VMFS 
datastore should be created on each LUN presented from the VNX storage array, adhering to 
a one-to-one relationship between LUN and datastore. 

A shared storage pool model can be configured in a couple of ways. For environments 
in which the SLA enables tenants to share the underlying physical infrastructure and 
disks, but not the LUNs, a storage pool is configured to host multiple LUNs that are 
dedicated to the individual tenants. In this model, each LUN is dedicated to a single 
tenant. This is represented by Storage Pool 02 in Figure 47 where both Tenant B and 
Tenant C have their own LUNs from a shared storage pool. 

For providers that have SLAs with their tenants that do not require any dedicated 
storage resources (Shared Everything), a single storage pool can be configured, 
within which all of its LUNs can be shared between all tenants. The LUNs are assigned 
to the ESXi servers, a VMFS datastore is created on each LUN, and all tenant virtual 
machines are deployed across the available datastores. This model is represented by 
Storage Pool 03 in Figure 47.  
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In order to isolate the recovery of a single tenant or organization, that tenant or 
organization must be the only occupant of the datastore or LUN being replicated. This 
provides the highest level of granularity for recovery. 

If multiple tenants are occupying multiple datastores, all of the relevant datastores 
and LUNs must be replicated, and subsequently recovered, at the same time in order 
to recover all of the tenants. This provides the lowest level of granularity for recovery. 

 

In shared environments, where multiple tenants may be hosted in a single vSphere 
cluster, or where not all storage devices are being replicated, one way for you to 
ensure that virtual machines are located on the correct storage is through the use of 
profile-driven storage with VMware virtual machine storage profiles. 

Virtual machine storage profiles provide the ability to associate each virtual machine 
with a particular storage capability, as shown in Figure 48. These storage profiles are 
a product of VMware vCenter vStorage API for Storage Awareness (VASA), which is a 
vCenter service that communicates with the storage system to discover the storage 
capabilities of VNX devices. 

 

Figure 48. Sample of storage capabilities provided by VNX storage array 

The use of profile-driven storage can also be used in dedicated environments where, 
even though no other tenant resides on the storage, not all of the storage is being 
replicated. 

Profile-driven 
storage 
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VNX OE for Block provides native VASA support in releases 5.32 and later. The VASA 
provider on the VNX array reports the ESXi datastore capabilities based on the disk 
type used to create the datastore.  

Highlighted in Figure 49 is a storage capability for EMC RecoverPoint protected 
datastores for tenant Rogers. This storage capability is user-defined and is included 
with the existing system defined storage capabilities, including FAST-enabled 
storage, disk type, and so on. This storage capability can be applied to the storage of 
tenant Rogers, which is being protected by EMC RecoverPoint. 

 

Figure 49. Datastore cluster of replicated storage for tenant Rogers 

The system-defined storage capability is automatically assigned to the datastore 
through the VASA provider on the VNX. vSphere displays both the system- and user-
defined storage capabilities of a datastore, shown in  Figure 49,displaying a 
datastore cluster for tenant Rogers. 

You can specify the storage on which the tenant virtual machine should be deployed 
by assigning a specific virtual machine storage profile at the time of deployment. 
Tenant-specific storage profiles can be created as appropriate, so that virtual 
machines can be tagged to use the available replicated or non-replicated storage for 
a specific tenant. 

Profile-driven storage can also be used with Storage DRS. When all of the datastores 
share a common storage capability, they can be presented together in a datastore 
cluster. This enables the tenant to take advantage of the efficiencies of Storage DRS 
while ensuring compliance of their virtual machines with the storage infrastructure.  
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As shown in Figure 50, the datastore cluster of Rogers-Replicated is presented at 
virtual machine deployment time as a compatible storage location. 

 

Figure 50. Compatible storage cluster for virtual machine deployment 

 

This section covers the migration of an existing tenant, currently operating without 
any DR protection, into an existing DRaaS infrastructure. 

In an environment where multiple tenants may share an existing infrastructure, the 
service provider needs to migrate the tenants’ systems from the shared storage to 
dedicated storage, which is either currently being remotely replicated with EMC 
RecoverPoint or is about to be set up for replication.  

The LUN is the basic unit of replication, so the focus must be on aligning tenant 
virtual machines with replicated LUNs. 

The migration of existing tenants can be accomplished using VMware Storage 
vMotion, which provides the granularity required to migrate only the relevant virtual 
machines to the datastores protected by EMC RecoverPoint remote replication. Other 
migration options are also available and can be used as appropriate. 

Figure 51 shows a customer, Rogers, whose virtual machines must be evacuated or 
migrated from the shared storage onto the storage that has been configured for 
remote replication to the recovery site.  

 

Migrating an 
existing tenant for 
DRaaS 



 

51 EMC Disaster Recovery as a Service 
EMC RecoverPoint, EMC VNX, VMware vCenter Site Recovery Manager 

 

 

Figure 51. Migration of an existing tenant from non-replicated shared storage to remotely 
replicated storage 

Once the tenants’ systems have been migrated to the relevant datastores, the remote 
replication can be set up through the EMC RecoverPoint management console in 
Unisphere or through an orchestrated process using the available EMC RecoverPoint 
REST API.  
 

The recovery process for a single tenant can be configured in different ways: 

 Single recovery plan 

 Multiple recovery plans 

A single recovery plan can be configured to contain all of the protection groups for a 
single tenant. In this way, all of the tenant’s virtual machines can be recovered as 
part of a single recovery process. This method is possibly the simplest, because all of 
the tenants systems are recovered as part of the same recovery plan. 

For tenants who require more granularity to their recovery process, or who require the 
ability to recover individual organizations within their business, the use of multiple 
recovery plans is more appropriate, as shown in Figure 52.  

 

Single or multiple 
recovery plans 
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Figure 52. Multiple organizations within a single tenant: Stark Industries 

Individual organizations within the tenant’s business can be configured in their own 
protection groups, enabling the creation of individual recovery plans that will only 
recover the designated protection groups and their associated virtual machines. 

Individual organizations within a single tenant can be configured end-to-end in the 
virtualized environment, from the back-end storage with individual LUNs per 
organization, through to individual consistency groups in EMC RecoverPoint and 
individual protection groups and recovery plans in vCenter SRM, as shown in Figure 
53. 
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Figure 53. Single consistency group per organization within a single tenant 

In this example, using Stark Industries, two organizations exist:  

 Stark Manufacturing  

 Stark Test and Development 

Error! Reference source not found. summarizes the relationships between these 
rganizations. 

Table 3. Stark Industries example 

Organizations Datastores 
Virtual 
machines 

EMC 
RecoverPoint 
consistency 
group 

vCenter SRM recovery 
plan 

Stark 
Manufacturing 

Datastore_1 

Datastore_2 

starkMFG01 

starkMFG02 

Stark_MFG Recover_StarkMFG 

Stark Test and 
Development 

Datastore_3 

Datastore_4 

Datastore_5 

starkTestDev01 

starkTestDev02 

starkTestDev03 

Stark_TestDev Recover_StarkTestDev 

 
The recovery of Stark Industries is accomplished using either a single recovery plan or 
by using two separate recovery plans, with a single recovery plan per organization. 
Figure 54 shows how the protection groups are configured and assigned in a vCenter 
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SRM recovery plan that recovers both organizations in the same recovery process. 
Single recovery plans are also configured and visible. 

 

Figure 54. Single or individual recovery plans per organization for a single tenant 

In the event of a disaster, or under circumstances that require the recovery of tenant 
systems from the production site to the recovery site, the recovery process must be 
initiated manually, as shown in Figure 55. 
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Figure 55. Manual execution of recovery process in vCenter SRM 

The ability to execute the recovery process can be managed by the service provider or 
assigned to the tenant, depending upon the SLA. 

Note: The current maximum number of recovery plans that can be used per vCenter SRM 
server where array-based replication (including EMC RecoverPoint) is used, is 150 recovery 
plans. The maximum number of concurrent recoveries is 10. 

 

The deployment location of the vRPA nodes should maximize the HA offered by the 
underlying vSphere environment. In a minimum configuration where at least two 
vRPAs are required in the EMC RecoverPoint cluster, the vRPAs should be placed on 
separate ESXi servers. This ensures that in the event of a single host failure that may 
make a vRPA unavailable, the surviving vRPA can non-disruptively assume control of 
replication. For increased availability, and protection against resource contention, 
consider placing the vRPAs on infrastructure vSphere clusters that are separate to the 
tenant systems. 

The iSCSI pathing/connectivity between the vRPAs and the VNX array is automatically 
configured by the EMC RecoverPoint Deployment Wizard after you have entered the 
relevant vRPA and VNX initiator and target addresses. At least one target port per 
storage processor (SPA and SPB) on the VNX is required, though two target ports per 
storage processor is recommended. This provides path redundancy on the array side 
and the vRPA side, which has redundancy across its two iSCSI ports. 

In the event of planned downtime or situations that require moving the vRPA between 
ESXi hosts, the vRPA can use vMotion technology to non-disruptively migrate to 
another ESXi server. 

vRPA HA and 
scalability 



 

EMC Disaster Recovery as a Service 
EMC RecoverPoint, EMC VNX, VMware vCenter Site Recovery Manager 

56 

In situations where vSphere DRS is configured, anti-affinity rules can be applied to 
ensure that the vRPAs are prevented from running on the same single host. 

You can create an anti-affinity rule in vCenter, specifying the vRPAs and the type of 
rule to be applied. In the example shown in Figure 56, rule vRPA Location is created 
and metropolis_vrpa01 and metropolis_vrpa02 are added to the virtual machine list, 
as shown in Figure 57. 

 

Figure 56. vSphere DRS anti-affinity rule for vRPAs – separate virtual machines 

Where vSphere HA is configured, the affected vRPA is automatically restarted on a 
surviving host. The vRPA located on the unaffected ESXi server assumes control of 
replication operations while vSphere HA is recovering the affected vRPA, maintaining 
replication throughout. 

 

Figure 57. vSphere cluster DRS anti-affinity rule for vRPAs – select virtual machines 
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vSphere HA does not consult DRS rules for affinity or anti-affinity when a virtual 
machine is powering on, so the recovery of a vRPA will not be restricted by an existing 
vSphere DRS anti-affinity rule. If required, DRS can migrate the vRPA virtual machine 
to satisfy affinity rules after the virtual machine has been powered on. 

Due to the maximum number of attached EMC RecoverPoint clusters that the VNX 
array-based splitter can manage, the maximum amount of RPSE instances on a single 
VNX is six. Figure 58 shows the Unisphere for EMC RecoverPoint view of the number 
of currently attached RPA clusters for the VNX in use. 

 

Figure 58. Unisphere view of currently attached RPA clusters 

Only RPSE clusters local to a VNX contribute to this splitter maximum, because 
remote clusters use the array-based splitter on the remote VNX, as shown in Figure 
59. This maximum is unaffected by the amount of nodes (minimum two, maximum 
eight) configured in the RPSE cluster. 

 

Figure 59. Array-based EMC RecoverPoint splitter maximum of six clusters 

EMC RecoverPoint replication can be configured between all physical clusters, all 
virtual clusters, or a hybrid of each, across sites—on the condition that any one 
cluster must be either all physical or all virtual. Where customers choose to deploy 
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replication between physical and virtual appliance clusters, the inter-site replication 
must be over IP. The six-cluster splitter maximum applies to the use of physical as 
well as virtual EMC RecoverPoint appliances. 

With EMC RecoverPoint 4.0, the maximum number of consistency groups per RPSE 
instance is 128. This means that the highest number of isolated tenants possible in a 
RPSE instance is 128, because each tenant will require a minimum of one 
consistency group. Where the maximum number of replicated production LUNs per 
VNX is 8,192, the maximum number of LUNs, or replication sets, in each consistency 
group is 2,048. 

The vRPA may be deployed with one of several different profiles, where each profile 
provides a scaled increase in performance capabilities, as summarized in Error! 
eference source not found..  

Table 4. Average sustained throughput and IOPS per vRPA 

vRPA Profile Throughput (MB/s) IOPS 

8 CPU, 8 GB RAM 80 10,000 

4 CPU, 8 GB RAM 65 6,500 

2 CPU, 4 GB RAM 50 4,500 

 
These values can be used to develop general sizing requirements for your EMC 
RecoverPoint system, however, the following limitations apply: 

 Values in tables are for non-distributed consistency groups 

 Throughput rates are measured using a write size of 64 KB 

 The values include writes only, reads do not impact performance 

 These values are independent of link type (WAN-IP, FC) or replication mode 
(asynchronous, synchronous)  

 

The vRPA iSCSI connectivity operates from the virtual machine layer using the virtual 
networking on the ESXi servers. The ESXi Software iSCSI Initiator is not used for vRPA 
connectivity or operations and is only used at the ESXi layer for block storage 
connectivity to the VNX array. 

The physical location or placement of vRPAs is independent of tenant systems that 
are being protected. This means that vRPAs can be located separately on 
infrastructure-layer ESXi servers. All vRPA connectivity to the VNX array is over the 
iSCSI network, therefore, the only requirement is that the vRPA iSCSI ports can 
communicate with the VNX iSCSI ports. For this reason, the vRPAs do not need to be 
located in the same vSphere cluster as the tenant systems, although that is an 
acceptable configuration. 

Block storage for the ESXi datastores can be configured as standard using FC, FCoE, 
or the Software iSCSI Initiator. As shown in Figure 60, block storage for the ESXi 
servers in this environment is accessed using the FC SAN. The ESXi software iSCSI 
initiator (using the esxiSCSI Port Group) is configured in this environment but is not in 
use. 

iSCSI connectivity 
and network 
segmentation 
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Figure 60. Network segmentation around ESXi and vRPA connectivity to VNX 

Best practice is to avoid mixing general traffic with iSCSI traffic. EMC recommends 
that you segment the network in order to keep iSCSI traffic separate from the LAN and 
WAN traffic. Replication traffic between data centers across the EMC RecoverPoint 
WAN network should be isolated from any production traffic through dedicated links 
or traffic shaping. 

A minimum of four physical NICs per ESXi server is recommended to support the vRPA 
networking. Figure 60 displays the testing environment in which all vRPA traffic was 
configured with unique VLANs for LAN, WAN, and iSCSI, and was separated from any 
ESXi Software iSCSI Initiator traffic. The Software iSCSI Initiator is not actively being 
used for this environment but is configured as part of the networking infrastructure 
for future use. 

VNX arrays provide native iSCSI connectivity over 1 GbE and 10 GbE for Block 
services, offering authentication through Challenge Handshake Authentication 
Protocol (CHAP). VNX LUNs are masked and presented in the same manner as with FC 
attach through host storage groups on VNX. 

The EMC RecoverPoint array-based splitter is supported on EMC VNX5300 arrays and 
above. In a typical VNX, 1 GbE iSCSI connectivity is provided on a four-port 1 GbE 
module, while 10 GbE modules are dual-ported. EMC VNX5700 and VNX7500 arrays 
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can be configured with twelve 1-GbE iSCSI ports per storage processor, or six 10-GbE 
iSCSI ports per storage processor. Each iSCSI port must have a corresponding port on 
each storage processor. 

The iSCSI ports can be configured and isolated with VLAN tagging, up to a maximum 
of eight VLANs per physical iSCSI port. Figure 61shows how a virtual port can be 
configured in Unisphere. 

 

Figure 61. Configuring an iSCSI port on VNX 

The number of iSCSI connections on the vRPA is limited to two ports, but a larger 
number of target iSCSI ports can be configured on VNX. The default number of targets 
for the vRPA to connect to is two, but if the extra VNX ports are configured and 
available, this can be expanded in the EMC RecoverPoint Installer Wizard, as shown 
in Figure 62. 
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Figure 62. Define iSCSI storage targets for vRPAs in EMC RecoverPoint Installer Wizard 

The EMC RecoverPoint Installer Wizard completes the iSCSI zoning between the VRPA 
and VNX, ensuring HA. Figure 63 shows the iSCSI connectivity created where a single 
target port per SP is configured. 

 

Figure 63. VNX storage group displaying vRPA iSCSI connectivity to VNX 

The VNX storage group contains two vRPAs, where each vRPA is located on a separate 
ESXi server. Each VNX storage group tab contains the connectivity for each vRPA, 
where eth2 and eth3 are the vRPA initiators and A8 and B8 are the VNX target ports. 
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This configuration provides full redundancy from the physical ESXi server layer, 
through the vRPA networking to the VNX storage processors. 

 

One or more volumes, called journals, are dedicated at each replica site for the 
purpose of holding images (snapshots) that are either waiting to be distributed, or 
that have already been distributed, to the replica storage. Each journal holds as many 
images as its capacity allows. Subsequently, the oldest image (provided that it has 
already been distributed to the copy storage) is removed to make room for the newest 
one, in a first-in, first-out manner. The actual number of images in the journal varies, 
depending on the size of the images and the capacity of the storage dedicated to this 
purpose. 

While the minimum journal size is 10 GB, the journal for each of a consistency 
group’s copies must be large enough to support your business requirements for that 
group. 

The recommended minimum journal size when not using snapshot consolidation is:  

Minimum Journal Size = 1.05 * [(data per second)*(required 

rollback time in seconds) / (1 – image access log size)] + 

(reserved for marking) 

Taking the example of tenant Blake, which was used previously in this white paper, 
the environment being replicated is located on 3 100-GB LUNs. The rate of change is 
estimated at 5 Mb/s and the rollback requirement is 24 hours (86,400 seconds). The 
default image access log size is 20 percent of the production capacity being 
protected. The value of “reserved for marking” for a regular consistency group (non-
distributed) is 1.5 GB. 

The capacity of the tenant’s storage is not important to this calculation. Instead, it is 
the number of changes that occur during the time period required for retention. 

In order to support a 24-hour rollback requirement (86,400 seconds), with 5 Mb/s of 
new data writes to the replication volumes in a consistency group, the calculation is: 

1.05 * (5 * 86,400) / (1- 0.2) + 1.5 GB = 579,000 Mb  

Converting Mb to MB => 579,000/8 MB = 72,735 MB =~73 GB 

Therefore the size of the journal volume for tenant Blake is 73 GB. 

You can use Iostat (UNIX) or Perfmon (Windows) to determine the value for data per 
second. 

EMC recommends that the performance capability of the journal storage is equal to 
the capability of the production storage. It is also good practice to allocate a 
dedicated RAID group for the journal volumes. RAID5 is a good option for large 
sequential I/O performance. 

For more detailed information on configuring EMC RecoverPoint journal storage, refer 
to EMC RecoverPoint Administrators Guide and EMC RecoverPoint  Release Notes. 

 

Sizing the 
RecoverPoint 
journal 
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Conclusion 
 

As organizations increase their use of service provider-managed services, their 
disaster recovery challenges will also grow.  

Service providers who already offer cloud-based services or traditional hosting 
services are ideally positioned to enhance their as-a-service offerings by providing 
this EMC disaster recovery as a service solution to their installed base. 

 

The DRaaS solution lets service providers deploy an easy-to-use, next-generation 
disaster recovery offering for customers looking to simplify and automate their 
replication and recovery procedures today. This solution: 

 Simplifies and automates one-click recovery of data and applications 
infrastructure in multitenant clouds, for immediate, reliable recovery from 
interruptions  

 Protects business applications residing in public or private clouds including 
Microsoft, Oracle, SAP, VMware, and other applications 

 Enables individual tenant recovery from multitenant environments 

 Delivers DVR-like recovery of data to any point in time, measured in seconds or 
minutes, instead of hours or days  

 Optimizes cloud provider capital and operational costs through virtual 
environment support for server and storage consolidation for multiple tenants  

 Provides orchestrated replication and recovery management, for individual 
tenants in multitenant environments  

 Enables tenants to focus on revenue-generating activities, instead of investing 
in and managing infrastructure  

 Enables service providers to focus on optimizing infrastructure use and 
enhancing per-subscriber revenues with differentiated offerings, for rapid, 
easily scaled consumption  

Summary 

Findings 
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The following documents, available on the EMC Online Support website, provide 
additional information: 

 EMC RecoverPoint vRPA Technical Notes 

 EMC RecoverPoint Installation and Deployment Guide 

 EMC RecoverPoint 4.0 Administrator’s Guide 

 EMC RecoverPoint REST API Programming Guide and Reference Technical Notes 

 EMC RecoverPoint Adapter for VMware vCenter SRM Release Notes 

 Using EMC VNX Storage with VMware vSphere Techbook 

The following documents, available on the VMware Online Support website, provide 
additional information: 

 VMware vCenter Site Recovery Manager v5.1.0.1 Release Notes 

 Site Recovery Manager Installation and Configuration 

 Site Recovery Manager Administration 

 

A hands-on lab is available in EMC vLab under Operational and Disaster Recovery 
Using RecoverPoint. Contact your local EMC representative to arrange access. 
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http://www.vmware.com/support/pubs/vcbm_pubs.html
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